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DIGITAL IMMUNITY NAMED VENDOR TO WATCH NEXT-
GENERATION ENDPOINT SECURITY 2017 BY ENTERPRISE 
MANAGEMENT ASSOCIATES 
 
BOSTON - OCTOBER 17, 2017- Digital Immunity (DI) has been named as a Vendor to Watch by 
Enterprise Management Associates (EMA) in their 2017 Next-Generation Endpoint Security 
Vendor Landscape and Five-Year Market Forecast Report.  The report states clearly that DI’s 
approach to the Prevention of Malware attacks is different than any of the other major 
competitors in the space. 

Digital Immunity's product can prevent successful malware attacks.  Software that is (to be) 
eligible to run is "mapped" prior to its first use.  Akin to DNA sequencing in biology, DI's DNA 
mapping can be applied to operating systems and applications, including containers, micro 
services, IoT devices, systems residing on-premises, or in the cloud (any cloud).  These maps 
guarantee that any run-time deviation from correct operation, whether due to insertion, 
deletion, or alteration, will be detected.  While a piece of software may well have been 
modified by malware after it was mapped, when it comes time to execute that software the 
execution of it will be blocked.  As such, DI is consistent with the highest design goal of any 
security capability: "No Silent Failure". “Cyber Attacks are constantly evolving and clearly 
getting past existing solutions. This Cyber war is being waged by bad actors that are constantly 
changing techniques and tactics. Trying to determine if code bad is a fruitless exercise.  DI’s 
unique approach to Prevention is based on hardening operating systems and related 
applications. As such, we do not need to determine if code is bad, we know what is good and 
protect it” says John Murgo, Founder/ President & CEO. 
 
Each mapped component is algorithmically broken into atomic pieces that form the substrate 
of the software's design and execution. This is similar in spirit to the way DNA strands are 
composed of the four primary amino acids but are then combined to make the 
variety of life on Earth.  If any of the foundational components is changed and attempts to run 
in the system, Digital Immunity detects the change and stops the execution in real time, at the 
point of execution, before any damage can be done.  To repeat, DI detects and thwarts 
attempts to execute rogue code before it runs; it does not require rogue code to execute in 
order to test whether that code should have run.  The granularity of the approach is far 
more difficult to bypass than traditional application efforts such as whitelisting, anti-virus, or 
anti-malware techniques.  Once the threat is stopped, Digital Immunity provides detailed 
forensics about the history of the process execution, including logs of every execution 
instruction that would have been out of sequence had execution not been blocked. 

“Digital Immunity has a unique approach to protecting endpoints. Its Digital DNA approach 
abandons the common tactics of trying to use signatures, file hashing, malware signatures 
and behavioral anomalies to identify threats exposing confidential data in the process. Just as 
scientists can use intrinsic characteristics of humans such as facial recognition and DNA to 



                                          
 

2 | P a g e  
 

identify criminals, Digital Immunity uses the same approach to identify malicious or otherwise 
tampered with software and stops it in real-time to avoid system damage without false 
positives and without missing any threats in real production environments thus far.  There are 
no behavioral, hashing or signature-based solutions that can make both claims now” says David 
Monahan of EMA. 

The DI system can be deployed on bare metal or hosted as a virtual machine, providing in-
memory runtime protection and detailed forensics in context.  The product configurations are 
DI Protect and DI Server Protect. The Digital Immunity engine analyzes OS kernel binaries, 
drivers, applications, and supporting files like DLLs and creates a digital map of each item.   

The DI engine has three primary components: 
DNA Generator -- analyzes software components of the system prior to first use, extracts the 
digital DNA, and publishes each component's map to the Map Manager.  The Digital Immunity 
DNA Generator is available as a virtual appliance. 

DNA Sensor -- deployed on the endpoint to provide continuous enforcement of the software 
integrity in the runtime system.  It uses the DNA maps for detection of foreign, unexpected 
code.  When an attack is discovered, the offending process is terminated or 
allowed to continue (depending on the defined policy), forensic details are captured, and an 
alert is sent to the security administrator. 

DNA Control Center -- a proprietary database created on a virtual system that holds all the 
details of the good software mappings for applications mapped in the scope of coverage of its 
environment. The DNA Sensor requests copies of the maps relevant to the endpoint it resides 
on to validate all process execution at the local level. This means DI operates even if network 
connectivity to the manager is not available, as long as the request for maps was successful 
in the past.  The Digital Immunity DNA Map Manager/Control Center is available as a virtual 
appliance. 
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