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VENDOR TO WATCH
NGES 2017

DIGITAL IMMUNITY

Digital Immunity
Description: 
Digital Immunity Prevention capabilities stem from the creation of 
its “DNA” maps for operating systems and applications, including 
containers, microservices, IoT devices, systems residing on-premises, or 
any cloud. The system can be deployed on bare metal or hosted as a 
virtual machine, providing in-memory runtime protection and detailed 
forensics in context. The products include DI Protect and DI Server Protect. Digital Immunity believes software components 
on the endpoint are created using foundational components dissected into initial elements. The DI engine analyzes OS 
kernel binaries, drivers, applications, and supporting files like dll’s, then creates a digital, atomic map of each item. 

Each evaluated component is broken into numerous pieces that form the substrate of the software’s design and execution. 
This is similar to the way DNA strands are composed of the four primary amino acids combined in infinite variances 
to make the variety of life on Earth. If any of the foundational components is changed and attempts to run in the 
system, Digital Immunity detects the change and stops the execution in real time, at the point of execution, before 
any damage can be done. The granularity of the approach is far more difficult to bypass or thwart than traditional 
application whitelisting anti-virus, or anti-malware techniques. Once the threat is stopped, Digital Immunity provides 
detailed forensics about the history of the process execution, including logs of every execution instruction that was out 
of sequence.

Digital Immunity has three primary components that can be deployed on bare metal or as a virtual machine:

DNA Generator—Analyzes software components prior to first use, extracts the digital DNA, and publishes each 
component’s map to the Map Manager. The DI DNA Generator is available as a virtual appliance. 

DNA Sensor—Deployed on the endpoint to provide continuous enforcement of the software integrity in the runtime 
system, it uses the DNA maps for detection of foreign, unexpected code. When it discovers an attack, the offending 
process is terminated, allowed to continue (depending on the defined policy), forensic details are captured, and an alert 
is sent to the security administrator.

DNA Control Center—A proprietary database created on a virtual system that holds all the details of the good software 
for applications mapped in the scope of environmental coverage. The DNA Sensor requests copies of the maps relevant 
to its endpoint to validate all process execution at the local level. This means DI operates even if network connectivity 
to the manager is not available, as long as the request for maps was successful in the past. The Digital Immunity DNA 
Map Manager/Control Center is available as a virtual appliance.

Category: Prevention in Windows 

Entered Enterprise Market: 2016

2016/2017 Rank by largest single deployment: No Data

2016/2017 Market share by licenses sold: <1%

2016/2017 Rank by licenses sold: 11

2016/2017 Market share by revenue: Not Disclosed

2016/2017 Rank by market share: No Data

2016/2017 Company growth: >100%

Analyst Notes:

Thus far, Digital Immunity has been able to claim no false positives, eliminates patch fatigue, and provides a real-time 
operational platform in many demanding environments, including multiple US government agency production and 
test environments to proactively prevent malware attacks. For a company as new as it is, Digital Immunity has a highly 
advanced GUI and dashboard. The development team has put an extraordinary amount of thought into both the layout 
and functionality, giving it more polish than is normally seen at this stage.

http://www.enterprisemanagement.com
http://www.digitalimmunity.com/
https://insights.sei.cmu.edu/cert/2016/06/bypassing-application-whitelisting.html
https://insights.sei.cmu.edu/cert/2016/06/bypassing-application-whitelisting.html
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