
Becoming breached from a cyber-attack is unnerving, frustrating, and often can takes hours to get back 

to the point of being productive. Not to mention the time and angst associated in trying to secure an IT 

expert’s availability to ensure any intrusion to your system is eliminated and you’ve received the 

proverbial thumbs up that your “good to go” and back in action. 

Here are a few tips to help minimize the chance of being infected by Malware! 

 

1. Keep a good patch management process by doing operating system updates and third-party 

application updates installed as frequently as possible 

2. Make your password a phrase that only you know and can easily remember. There are a number 

of opinions about the length and complexity of passwords.  10 characters seems to be a smart 

starting point with your phrase as the baseline to include at least one special character and/or 

number. 

3. Another option is to use a Password Manager – Keepass or LastPass as an example, to generate 

strong passwords and store them, making it very difficult for attackers to guess the created 

passwords. The resulting passwords will be long and complicated enough to make it very 

challenging to brute force guess. 

4. If possible use multifactor authentication, use your password and another mechanism of 

authentication to identify and prove who you are. For example, the use of tokens, such as RSA, 

Duo or Google Authenticator are common examples found in the workplace. 

5. Ensure training with a strong security awareness program. There are plenty of free resources to 

educate yourself or build your own program. Additionally, there are numerous commercial 

programs that provide tremendous value in educating your unexpecting and often exposed end 

users. 

6. Harden your servers and workstations to a standard similar to CIS (Computer Internet Security) 

standards.  A simple but easily implemented example: disable the use of external media storage 

- such as thumb drives. A user could very easily plug in a foreign USB drive onto your network 

which could have malware resident. 

7. Run some form of AV, Windows Defender is free, it comes with every system and can act as a 

great first line of defense. Best practices suggest that you should use a centralized AV console to 

maintain and monitor your endpoints. 

8. Reduce the use of privileged accounts specifically for end users. It is not necessary for all end 

users to have administrative rights at all times. Only those users who maintain systems should 

technically be the ones with admin rights, as they install software and patches. Over privileged 

rights in the hands of uneducated user can lead to a download and installation of an 

unsupported PDF reader containing malware. 

9. If you don’t have Webfiltering, go buy it! Enforce company policy and increase user productivity 

while reducing website based attack risk. Block those websites that are categorized as malicious 

or phishing and minimize the risk to your end users.  

 

Stay safe and Happy Computing! 

Tristan Lawson, Solutions Engineer, Digital Immunity 



Gio, this piece was written by Tristan as well and may be another piece we can keep in the can for future 
use. 

 

Preventing malware install and to a larger degree keeping your information and identity safe is 
becoming more difficult and unclear on how to accomplish this today. With computer and information 
security, prevention is ideal, but detection is a must and to stay safe online it is best to apply this mantra 
to achieve safety online. Most threats online come from simply surfing the web. Even visiting well 
known websites which are inherently safe in of themselves could present a risk to your information and 
online safety. To protect yourself from threats through web surfing it is best to layer the preventative 
measures on your computing systems whether they be on your mobile device or on your desktop and or 
laptop.  

Preventative measures on your desktop and laptop should always begin with ensuring your system is 
updated and is set to auto update. This is easily done within Microsoft Windows since it is on by default, 
but it is always best to make sure it is set to auto update under control panel and windows update. This 
is because there is still many IT vendors which believe in disabling windows update before they sell 
systems or after they fix or work on your computer, so if you have purchased your computer for a local 
vendor or had your computer worked on by a local vendor it is definitely recommended to make sure 
you windows update is set to auto update. Mac OS X checks for updates automatically but will not auto 
install, so checking for updates in the app store periodically is advised to keep your Apple system 
current. A caveat to this is you must be running an operating system which is still supported by the 
vendor, for example, if you are running Windows Vista or Windows XP, you can no longer receive 
updates and there for you should seriously consider updating your computer to a computer which has a 
newer if not the latest version of operating system. This applies to Apples as well.  

After you keep your systems auto updated, you should be sure to have an Anti-Virus installed. One Anti-
Virus is still fine as most Anti-Virus solutions offer Heuristics these days which is a way the Anti-Virus is 
able to detect malicious software even if it does not have signatures for it. There is Anti-Virus solutions 
available for Microsoft Windows and Mac OS X. Many still believe that having an Apple protects you 
from malicious software and that an Anti-Virus is not needed, this is not true and Anti-Virus will be 
needed on an Apple even more as time progresses. Mobile devices are not safe either and should have 
an AntiVirus solution installed, though these solutions are not as mature or capable as the Desktop and 
Laptop counterparts, but still offer enough risk reduction to justify using them.  

Ok, so now we have our systems up to date and an Anti-Virus installed, what about our browsers, since 
web surfing is a major threat source, how can we protect our browsers. Well reality is browsers for the 
most part are auto updated themselves and have significant security controls installed themselves. 
There is a lot of debate on which browser is better and more secure, but the reality is this changes fairly 
often, almost on a monthly basis. As a result it doesn’t matter which browser you do use as they all have 
advanced security controls implemented and are regularly updated.  

There are some things you can do to help with the security of any browser you do choose. Going to a 
website browsercheck.qualys.com which once their plugin is installed, which it will prompt to install it 
when you visit the website, will scan your browser to tell you if the browser is current and if any plugins 
which are installed are current and if they are not, it will provided a large blue fixit button. This makes 
keeping your browser of any kind and the plugins installed on them easy to check and update. I often 

http://browsercheck.qualys.com/


recommend making this website one of your home pages, so you browser and plugins are checked every 
time you open your browser and making it a second homepage means the check will happen in the 
background and it won’t bother you when you just need to go about what you wanted to do.  

The other really helpful feature you can add to your web browser a is a community based rated web 
filtering solution. Web filtering helps prevent the access of bad or poorly rated websites before you visit 
them which can save you from having your system taken over by malicious software and having your 
information potentially stolen. There are many community based rated web filtering plugins but one of 
the most popular ones can be downloaded and installed from www.mywot.com the solution is called 
Web Of Trust and it provides color coded ratings of every website you visit or all links in a search engine 
list such as in your search results in Google it will  show circles next to each link and if the link is safe it 
will be green and if it is not safe is red. and hovering over the circle will tell you why it was rated for that 
and any details of the rating.  

Now that you have your systems setup in a more secure manner, the next biggest concern is passwords. 
Passwords are the cheapest and easiest method to protect access to websites and services, 
unfortunately they tend to be the easiest way to break into a website or service because passwords are 
either too simple or are shared across multiple websites and services. Password reuse and password 
simplicity are the two biggest issues with passwords and how people get their online accounts broke in 
to. These two password problems are difficult to solve for even the most savvy of users with. There are 
cloud based password management solutions which can help with this problem. One such solution is 
LastPass, this solution integrates into your browser and will auto populate passwords for you into 
websites and it will create passwords for you which are random and long. The LastPass solution and 
other cloud based password management solutions are an ideal solution to ensure every website has 
their own password and that every password is strong and long. 

Passwords are one part of the protection of online accounts, second is, if possible it is ideal to add a 
second factor of authentication. This can be done with an app on your phone that generates random 
numbers which you enter in at the time you enter a password to login to a website or the onetime codes 
are texted to you which are then entered into the website login. This can often be seen as an advanced 
feature which is difficult to implement, but it isn’t. though it is ideal to have dual factor authentication 
on as many online accounts as possible, it is best if it is in place on the more critical online accounts, 
such as your password management solution such as LastPass and your email. Cloud based password 
management providers such as Last Pass offer dual factor authentication which is very easy to 
implement and is often just a matter of turning it on. It is wise to protect your password management 
solution with a second factor as this is where all your passwords for all your online accounts are stored, 
so it is very critical. The other online account which is critical to protect with dual factor is your email. 
Some cloud based email providers such as Gmail have dual factor authentication built in and it is just a 
matter of turning it on to use it. Protecting your email is important as many online accounts you have 
access to, allow you to reset your password on them and all you need access to is your email in order to 
complete the password reset. With dual factor authentication, you just made it much more difficult for 
someone other than yourself to be able to reset your password for an online account such amazon.com 
without your consent or knowledge.  

Staying safe online is not all about security on your computer or passwords on your accounts, it is also 
about making sure you do not post any information on social media sites which can be sensitive, 
basically use common sense. Additionally, go through the privacy settings of any social media websites 

http://www.mywot.com/
http://amazon.com/


you are a member of and make sure only people you want to be able to see your profile are allowed to 
and no one else.  

Next to websites, emails are the next biggest concerns for preventing malware and staying safe online. 
When using cloud based email providers or email providers from your ISP, it is highly likely your email is 
being filtered already for spam and other threats, but some emails which are bad can and do slip 
between the cracks. If you ever receive an email with an attachment or a link to download a file such as 
on dropbox.com and you are unsure of its origin even if the email is from someone you know, it is best 
to not click on it or you can download it and send the file to a website called virustotal.com. This website 
will scan you attachment or downloaded file against all anti-virus software engines in the world with the 
latest signatures. If any of the antivirus engines report that it found something, it is best to error on the 
side of caution and delete the file versus opening it. You can also do this for any small files you 
download from the internet off of websites, as it is very common for computers to get infected through 
downloading and running files from the internet even from presumably safe websites. Always check 
before you run a file which was downloaded from the internet.  

So you are now doing everything you can to prevent threats online. Prevention is not always full proof, 
but detection is a must. How does one know if their information has been stolen or used without their 
permission. The reality is staying safe online is a mindset, you do have to change some of your habits 
and change how you think of using online resources, whether they be on your computer, mobile device 
or even completing a transaction at a store. Keeping safe online boils down to common sense and 
following a few simple recommendations which are meant to greatly increase your security while 
limiting the impact that security has on your daily life while being online. 

Stay safe and Happy computing. 

 

http://dropbox.com/
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