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Managed services hosting company, Insite Data Services, doesn’t mess around when it

comes to security. With more than 100 highly-regulated financial customers, security is 

paramount. Yet, security can’t come at the expense of business flexibility. 

Insite Data Services manages more than 22,000 applications on behalf of their customer

base. This includes both off-the-shelf software and custom developed code, and the list 

is constantly evolving. Every week new applications must be supported and secured. 

It’s a complex, unforgiving environment where security can’t slow down business 

adaptability. 

“It’s not enough for us to create a secure environment, we have to create THE 

MOST secure environment without burdening our clients with processes that 

slow down their day to day operations. Digital Immunity is exactly what we 

needed to stay ahead of both known and unknown cyber threats.” 

Nicole Woods, Security Analyst, Insite Data Services

Anti-Virus Software Offered Little Confidence 

For years Insite Data Services relied on antivirus software to protect their client’s 

workstations, but it offered little confidence for the team.  Constant patches were a huge 

administrative burden and traditional anti-virus software was becoming more vulnerable 

each day. 

“Our anti-virus software contract was up for renewal and provided the perfect 

time to consider more modern approaches. The traditional software offered 

little comfort and was hardly doing anything but using up CPU. There were so 

many new threats being introduced every day, we knew there was a better 

approach,” explains Nicole. 
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A Cutting Edge Solution 

The search for a better approach first took Insite Data Services to Cylance, a next generation

anti-virus solution that has introduced behavioral analysis to identify threats. It was an 

appealing approach that was getting a lot of industry attention, but concerns remained. 

Nicole hesitated, “Cylance was smarter than traditional anti-virus software. It uses artificial 

intelligence to determine whether or not a piece of binary code is malicious. But 

fundamentally it is still guessing what is a threat. Not only that, it also lacked the reporting 

we needed for monthly compliance filings per institution under management. Luckily, we 

met the team at Digital Immunity. Their deterministic approach was unlike any other 

solution we considered, and it had all the reporting capabilities we needed. Instead of trying 

to figure out what is malicious, Digital Immunity knows what is good and stops everything 

else from executing. It prevents the execution of malware attacks by protecting the integrity 

of granular, binary code in memory at runtime before the damage is done. And it does that 

while providing complete forensic logs so we can investigate threats as they occur.” 

A Surprisingly Simple Implementation 

Digital Immunity works by creating trusted DNA Maps of all your applications. While 

the team at Insite Data Services was excited for protection, they were worried about 

implementing the approach.  It turns out, their concerns were unfounded. 

“DNA Maps were much less time consuming than we expected. In fact, creating and 

maintaining them turned out to be less work than what we were doing with software 

patching and maintaining traditional anti-virus software,” shares Nicole. “Even in our 

complex, constantly changing environment, Digital Immunity has simplified our work.” 

Insite Data Services started with a pilot program that supported ten servers and two

banking clients who are known for their desire to try new technologies. There was early 

http://www.digitalimmunity.com/
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success and quickly turned to 50 servers, then a 100 and in just a matter of weeks every 

server was protected by Digital Immunity without any disruption to end users. 

Today, Insite Data Services protects 200,000 binaries on behalf of their clients using Digital

Immunity.  Workstation performance hasn’t been impacted in anyway. DNA Map sensors 

installed on the workstations report using 0% CPU and only 1 - 5 MB of RAM.  

Nicole tells us, “The process was so much easier than we had expected, especially once we 

let go of the idea that each windows server should have a single generator. The more 

generators we deployed, the easier it became to add new applications to the system.” 

About Digital Immunity 

Digital Immunity doesn’t just protect your organization, we protect your sanity. 

We have one mission; to give you complete confidence in the security of your endpoint 

devices without a heavy administrative overhead. Our lightweight sensor runs in the kernel 

to ensure protection and uses less than 1% of CPU. 

Our patented Digital DNA Mapping technology stops advanced threats including APTs and 

zero-day attacks from executing in memory at runtime by hardening your operating 

systems and related applications. You get peace of mind and ease of maintaining your 

environment with minimal overhead expenditures. 

We know it’s hard to believe so let us show you it works. 

Request an evaluation at www.digitalimmunity.com 

info@digitalimmunity.com
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