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COMPETITIVE BRIEF 

Digital Immunity (DI) PROTECT™, is revolutionizing cyber-threat prevention/detection by encapsulating all the benefits of 
malicious process analysis and management, application control and whitelisting, threat intelligence and malware 
countermeasures to provide constant active protection in one solution.  Our patented Digital DNA Mapping technology 
prevents sophisticated threats, including APT’s and zero-day attacks, from executing in memory at runtime, hardening your 
mission-critical operating systems and related applications, reducing maintenance requirements and requiring no Internet 
connectivity.  Here’s 6 top reasons why Digital Immunity PROTECT™ is NOT Application Whitelisting technology. 

COMPETITIVE 
ANALYSIS 

1 

DEFENSES AGAINST FILE & FILE LESS THREATS 
Digital Immunity provides real-time protection against 
both file-based and file-less threats.  Application 
Whitelisting solutions provide only passive protection 
against file-based threats. Since 77% of attacks in 2017 
used file-less techniques, Application Whitelist fails to 
provide comprehensive protection.  

4 

COMPREHENSIVE CYBER PROTECTION 
Digital Immunity’s PROTECT™ delivers 
comprehensive threat protection 
against a wide array of attack 
techniques, both known and unknown, 
over and above the detection of 
unauthorized applications. 

2 

NO PATCHING DEPENDENCY 
With Digital Immunity, exploits are 
stopped no matter their patching status. 
Application Whitelisting still requires 
routine and emergency patching to be in 
place to mitigate exploits causing extra 
maintenance overhead.   

3 

ACTIVE PROTECTION AT RUN-TIME 
Digital Immunity hardens the OS and the 
application in memory at run-time 
verifying the integrity of executing code 
when applications are most vulnerable.  
Application Whitelisting does not provide 
in memory protection. 
 

6 

ATTACK FORENSICS DATA 
Digital Immunity provides deep 

forensics data for Incident Response in 
the DI Control Center.  Application 

Whitelisting only provides reporting on 
blocked applications.  

5 

RULE-SET UPDATING 
Application Whitelisting requires 
manual updating of whitelisting 

rulesets.  Digital Immunity allows 
instant updating of system application 

mapping as well as more granular 
customization capabilities. 



6 TOP REASONS TO CHOOSE DIGITAL IMMUNITY OVER APPLICATION WHITELISTING 

DI PROTECT™ Offers Effective Defenses Against both File-based and File-less Threats  
In today’s advancing cyber state, protection solely against file-based attack methods on critical devices simply will 
not suffice. In 2017, 77% of attacks leveraged file-less techniques to bypass traditional signature-based AV and 
whitelisting solutions. This means that just relying on the reputation of a file, its extension and whether it is 
authorized to execute offers limited protection.  What about exploits that occur in memory after the launch? This 
is where DI solutions have your back and the competitive advantage! Application Whitelisting falls short since its 
protection is based on the physical file and is limited to be a gate keeper that allows or stops applications from 
being launched based on a whitelist. It can detect changes and tampering with the physical file before execution, 
but its protection is not effective if the tampering and exploits occur after the application is launched. It is also 
ineffective against file-less attack since its mode of operation always requires a physical file to be hashed and 
analyzed. This instils a false sense of security since Application Whitelisting provides no coverage over threats 
when a legitimate file is tampered with in memory at run time. 

As opposed to Application Whitelisting, our solutions can control, monitor, terminate, sanitize and immunize 
against attacks and exploits throughout the entire execution cycle – from the moment an application is launched 
to the moment it is unloaded from memory. This allows DI solutions to provide constant protection even against 
threats that originate in real-time and in memory. As opposed to Application Whitelisting, DI solutions do not just 
decide which files are safe based on whether they are in a whitelist but keep guarding your applications 
throughout their use. As a result, DI can provide effective security on all fronts, preventing the execution of file-
based and file-less attacks, as well as controlling privilege escalation or process migration attempts. 

DI PROTECT™ Has No Patching Dependency to Enforce Protection 
Even with signature based anti-virus and whitelisting solutions in place, zero-day vulnerabilities still present a 
major risk. Patch management becomes even more important, as your whitelisting solution relies on patching to 
be an effective tool. Cryptographic hashes will need to be re-generated and updated on the whitelist for each new 
patch and update. This level of work can compound depending on your patch schedule.  DI’s DNA mapping process 
is the solution to this problem, allowing you to patch at your pace with the understanding that known, or 
unknown, vulnerabilities within Microsoft Windows or 3rd party applications are protected from exploitation. Any 
code attempting to execute that differs from its trusted and mapped state will be terminated in memory at run 
time.  

DI PROTECT™ Offers Active Protection in Memory, at Run Time 
Protecting against file-less attacks requires visibility into code at execution, which means you need in-memory 
protection. Conventional Application Whitelisting products do not provide protection at the device driver level; 
therefore, they have no way of seeing or detecting any code change in memory during execution.  While some 
next-gen products have incorporated kernel level hooks to gain some visibility, it still falls short of being able to 
prevent tampers at runtime. With DI’s DNA mapping process, our sensor, living fully within the kernel, hardens 
the operating system and the application, constantly verifying the integrity of executing code to seamlessly 
neutralize and sanitize the infected part of an application in execution without stopping the legitimate processes.  
The DI sensor runs in the kernel which makes it virtually impossible to bypass or disable. The lightweight sensor 
consumes less than 1% of CPU and takes no more than 2GB of disk space in total for both the sensor and maps, 
yet offers maximum prevention against malicious attacks without load or latency on your device.   

DI PROTECT™ Offers Smart, Advanced and Comprehensive Threat Coverage 
Application Whitelisting is not reliant on knowing what is malicious but exercises protection by only allowing 
authorized applications to execute based on a whitelist that needs to be groomed and maintained every time a 
patch is applied. DI PROTECT™ delivers comprehensive threat protection against a wide array of attack techniques, 
over and above the detection of unauthorized applications.  DI combines application control, malicious process 
analysis, application whitelisting and anti-malware in one solution. This is needed since applications are most 
vulnerable during execution and can be attacked in multiple ways using multiple vectors.  
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This risk is multiplied when applications such as the Microsoft Office Suite share common files (e.g. DLLs) since an 
exploit of one file endangers multiple applications. The risk of exploit remains throughout the entire execution 
cycle and therefore a vigilant eye is constantly needed to proactively stop threats before damage is done! DI 
solutions ensure hardened security against the risks that exist every time an application is executed. 

DI PROTECT™ Offers Granular Policy Management, Superior Rule-Sets and Automation 
DI solutions offer customizable operational capabilities that complement and fit your operational schedules, so 
you do not need to change your existing operational flows. DI offers extensive integration capabilities allowing it 
to communicate with other SIEMs and security solutions for increased automation opportunities and a unified 
cyber-protection regime.  Our powerful DNA Map Generators allow for easy and automated DNA map creation 
and deployment for constant up-to-date protection while streamlining processes and reducing management 
effort. Our smart policies and policy management not only allow switching between security levels on-the-fly but 
can also automatically apply different policies, notifications and protection enforcement levels based on time and 
day of week – thanks to a highly configurable schedule. DI PROTECT™ gets you complete visibility into operating 
systems and applications running in your environment, allows you to implement risk-based policies to protect 
your critical digital assets. If you do not know what is in your environment, you cannot protect it!  

DI PROTECT™ Offers Deep Level Attack Forensics Data 
When potentially malicious events occur, or in the unfortunate incident of a breach, forensics in context are 
invaluable to recovering and preventing the spread and reoccurrence of the attack. Application Whitelisting only 
provides reporting on the blocked applications that attempted to run, while DI provides deep forensics in context, 
including application and process trigger timestamps. 
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About Digital Immunity 

Digital Immunity, LLC, an IQT Portfolio company that is 

revolutionizing cyber-threat protection, bridges the gap 

between real-time threat prevention and 24/7, mission critical 

environments so security no longer takes a back seat to 

production.  We provide advanced malware prevention on 

mission critical devices in Operational Technology 

environments with no impact to production or system 

performance. Our patented Digital DNA Mapping technology 

prevents advanced threats, including APT’s and zero-day 

attacks, from executing in memory at runtime, hardening your 

mission critical operating systems and applications with DI 

PROTECT™, our flagship solution. DI PROTECT™ will also 

capture forensic artifacts in context and present them in the 

DI Control Center for further analysis. 


