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2018 has finally come to a close, and while all of the numbers have not yet been 

crunched, there are some very interesting trends: 

• According to the Identity Theft Resource Center’s 2017 Data Breach Year-End 

Review there was a record 1,579 U.S. data breaches in 2017.  That’s an 

increase of 45% over 2016 and 4 breaches occurring daily.  2018 saw 1,138 

breaches that totalled a loss of 561,782,485 records, or 3 breaches per day. 

• Ransomware – that malicious code that encrypts your system and demands a 

ransom payment – has decreased in infection rate.  Unfortunately, it’s been 

replaced by crypto-mining, which can be equally or more damaging in an OT 

environment. 

• Phishing and spear phishing attacks are a top 

security threat, underscored by the fact that 92% of 

malware is still delivered by email (Verizon Data 

Breach Investigations Report). 

• File-less attacks, like the Equifax breach that 

resulted in the loss of PII data on 143 million US 

consumers, and which were 77% of compromised attacks in 2017 (Ponemon, 

“The State of Endpoint Security Risk Report”), are becoming even more 

common.   

• IT departments have shown improvement in identifying and repairing breaches.  

Unfortunately, in 2017 the average number of days before identification of a 

breach was 191 days (Ponemon, “2017 Cost of Data Breach).  That’s down from 

201 days in 2016.  Yet we’ve still a long way to go! 

 

“2018 saw 1,138 
breaches that totaled a 

loss of 561,782,485 
records, or 3 breaches 

per day.” 
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Unfortunately, we also saw an increase in cybercrime targeting the Manufacturing 

industry.  According to the U.S. National center for Manufacturing Sciences, 39% of all 

cyber-attacks in 2016 were against manufacturing companies.  In the Business 

Advantage “The State of Industrial Cybersecurity 2017” report, 54% of companies 

sampled experienced an ICS security incident within the past 12 months.  16 percent of 

those respondents had three or more security incidents.  In numerous cases the 

manufacturer was not specifically targeted but were accessed via 3rd party vendors, 

partners and services providers.  According to Business Advantage, 55% of those 

sampled allowed external access directly into their industrial control network. 

According to Dan Hanson, of Marsh & McLennan Agency, “manufacturing companies, 

in particular small and mid-sized organizations, are becoming more susceptible to 

cyberattacks.”  “Primary targets, like banks and tech companies, have beefed up 

security, making manufacturing companies the new low-hanging fruit. Manufacturers 

are replacing analog processes with digital systems which offered increase capability 

and efficiency.  IIoT, also known as Industry 4.0, has exponentially increased the 

number of connected OT devices and is now requiring a new level of partnership 

between traditional Information Technology (IT) and Operational Technology (OT) 

teams to ensure productivity and security coexists. 

The manufacturing industry has clearly become a target for cybercriminals.  In this paper 

we’ll discuss three reasons that companies with manufacturing operations need to up 

their cybersecurity game in 2019. 

 

1) Operational Disruption 
 

IT typically is responsible for the systems that control, process and transport data that 

the business needs to make informed decisions on growing and managing the business.  

IT people are generally concerned with the confidentiality, integrity and availability of 

data (CIA).  In the OT world prioritization is very different:  availability, integrity and 

confidentiality (AIC).  Maintaining production (availability) and quality (integrity) are of 

prime importance as a loss of production can be very costly in lost revenues, internal 

resource costs, loss of customers and loss of company reputation.  The cost of 



| 
 

 
 

4 

Digital Immunity LLC   |   Sales Inquiries: Sales@digitalimmunity.com    |   General Inquiries: Info@digitalimmunity.com    |   www.digitalimmunity.com 
 

operational disruption is a significant incentive for manufacturing companies to up their 

cybersecurity game in 2019.   

The U.S. National center for Manufacturing Sciences estimates that breaches can cost 

companies anywhere from $1 million to $10 million each.  Cisco’s 2017 Cybersecurity 

report found that 28% of manufacturing organizations reported an average of 14% lost 

revenue due to attacks. 

In 2017 we witnessed one of, if not the most, devastating cyberattacks in history.  It 

started when Russian hackers known as Sandworm hijacked the update servers of a 

Ukrainian accounting software company.  That server pushed out updates to thousands 

of computers around the world, giving Sandworm a hidden backdoor from which they 

released a piece of malware called NotPetya, the “fastest-propagating piece of malware 

we’ve ever seen,” according to Craig Williams of Cisco’s Talos division.  The 

headquarters of A.P. Moller-Maersk became one of the first victims.  Within two hours, 

the malware had spread company wide.  Employees were sent home and a maritime 

giant with 76 ports around the globe and 800 ships, was dead in the water. Maersk was 

not the only company impacted.  Pharmaceutical giant Merck & Co.’s manufacturing 

operations were crippled by a global cyberattack that took out it’s active pharmaceutical 

ingredient (API) production and affected its formulation and packaging systems.  The 

attack infiltrated Microsoft systems that were not properly patched.  It took control of 

systems and held them for ransom.  It quickly spread across affected networks.  

Damages topped $300 million in lost sales and other costs.   

The final resulting cost was more than $10 billion in total damages world-wide.  

WannaCry, which spread a month before NotPetya, cost up to $8 billion in damages 

world-wide.   

Even when not intentionally targeted, cyberattacks can disrupt operations resulting in 

significant costs to your business.  It’s time to up your cybersecurity game to prevent 

Operational Disruption. 
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2) Intellectual Property (IP) Theft and Industrial 
Espionage 

The theft of proprietary manufacturing data, from processes to bid/sales proposals to 

trade secrets, is a lucrative business for cybercriminals.  That information can be very 

valuable, as well as tempting to competitors who can then get products to market faster, 

cheaper, and at a lower price point.  According to the Sikich’s 2017 Manufacturing 

Report, the theft of intellectual property is one of the top reasons for data breaches in 

manufacturing.   

Verizon’s “2017 Data Breach Investigations Report” found that there were 620 data 

breaches in manufacturing and that the hackers were more interested in information 

than in money.   

IP theft can cause considerable financial damage.  The 

Theft of Intellectual Property Commission found that IP theft 

costs U.S. companies as much as $600 billion a year.  A 

piece of malware can be a “digital spy” to steal plans, 

processes, even proposals.  It’s unethical, and according to 

the 1996 Economic Espionage Act, it’s illegal.   

According to Deloitte, the manufacturing sector is not only 

targeted by hackers and cyber-criminals, but also competing countries and companies 

that engage in corporate espionage.  These countries and companies use any means, 

licit or illicit, to acquire technology in order to compete.  According to Deloitte, 

motivations can range from money to revenge to competitive advantage and strategic 

disruption.  According to Verizon’s “2017 Data Breach Investigations Report,” 94% of 

the 620 data breaches within manufacturing were defined as espionage, and much of 

that was attributed to state sponsored actors.  According to Verizon, manufacturing was 

found to be most affected by cyber-espionage. 

According to Verizon, the manufacturing industry also was found to be more susceptible 

to phishing attacks than any other industry studied. Most entrances into manufacturing 

companies’ systems begin with a well-crafted spear-phishing email to an employee. 

When the recipient clicks on a malicious link or attachment, malware is installed on the 

computer system to give the hacker access. Social engineering, a ploy to trick people 

“94% of the 620 data 
breaches within 

manufacturing were 
defined as 

espionage.” 
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into giving up personal information, is another common method of attack. Together, 

social engineering and malware-based cyberattacks made up 73 percent of last year's 

data breaches in the manufacturing sector. 

Finally, in a report, titled “Cybersecurity for Manufacturers,” produced by Computing 

Research Association’s Computing Community Consortium (CCC), a federally-funded 

consortium for the U.S. manufacturing industry, U.S. manufacturers remain the prime 

targets for cyberattack and cyberespionage by malicious hackers. The report warns that 

there is a critical need for U.S. Government and industry to build an effective 

cybersecurity framework to safeguard against a future major attack on the U.S. 

manufacturing industry, which forms the backbone of the U.S. economy and is 

responsible for equipping the U.S. military.  Manufacturing as an industry is a very 

significant target for the theft of IP and trade secrets, sabotage of processes and output, 

extortion, and malicious damage to networks and information systems, the report says. 

IP theft and corporate espionage can damage both a business and an economy, 

resulting in lost revenue and lost jobs.  Manufacturing needs to up its cybersecurity 

game in 2019 to prevent these cyberattacks. 

 

3) The Growing Resource Gap 

Both the cybersecurity profession and the manufacturing industry are currently suffering 

from a lack of skilled workers.   

According to Brian NeSmith, CEO of Artic Wolf Networks, the cybersecurity talent gap 

is an industry crisis, and, based on recent estimates, there will be as many as 3.5 million 

unfilled positions in the industry by 2021.  The 2017 Global Information Security 

Workforce states that two-thirds of its 20,000 respondents say that they lack the number 

of cybersecurity professionals that they need to address today’s cyber threat climate.   

There is a similar skills gap affecting the manufacturing industry.  Manufacturers are 

having difficulty filling open position due to a lack of qualified and skilled applicants.  

Projections from the Manufacturing Institute predict that over the next decade more than 

2 million manufacturing jobs will go unfilled in the U.S. alone.  Computer skills, problem 

solving skills, technical training and mathematics skills are among the top skills lacking 
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by job applicants:  machinists, operators, technicians, design engineers, all critical to 

the manufacturing process and the development of new products.   

With the convergence of IT and OT, another skills gap has been uncovered:  IT security 

professionals who do not have a full understanding of OT systems, and OT engineers 

who historically have not focused on cybersecurity.  As IT security staff are charged with 

securing both the corporate office and the manufacturing floor, they need an 

understanding of how OT systems operate, what can 

negatively impact them, and how to keep the production line 

operational and secure.  OT engineers, focused on keeping 

their production lines running, need to understand the impact 

that a breach can have on both uptime and revenues, and 

work with IT to make sure their production environments are 

secure.   

The creation or adoption of formal training programs are critical, both in IT and OT, as 

well as cross-training both teams to ensure a tight-knit and highly functional group.  

Implementing the tools necessary to maximize the limited resources that you have is 

also critical.  Implementing cybersecurity tools that deliver real protection while 

maintaining the availability and integrity of the production environment is key, minimizing 

the impact on resources with your security solution. 

 

Digital Immunity Gives Manufacturing OT a “Leg Up” 

Manufacturing companies must be able to prevent operational disruption, the theft of 

company IP, and gives your limited resources the tools they need to efficiently deliver 

security enterprise-wide. Traditional Endpoint Protection solutions, used in an IT back 

office environment, are highly ineffective on the OT plant floor, as they require 

updates/patching and often reboots, eat system resources, and have poor zero-day 

threat prevention in either environment.  These solutions require heavy system 

resources, constant updating, and they cannot work in a self-contained or controlled 

environment.   

“There will be as 
many as 3.5 million 

unfilled cybersecurity 
positions in 2021.” 
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As a result, they simply cannot stop zero-day attacks – regardless of what their 

marketing tells you.   

Installing security products or patching vulnerabilities in legacy operating systems 

requires taking systems offline, disrupting production and reducing revenues – a non-

starter in any OT environment.  Yet the threat introduced by these unpatched systems 

puts the entire company at risk. 

And, as threats continue to expand beyond traditional IT networks, you need visibility 

into all OT and IT assets so that you can deploy threat prevention where it’s needed.  

Increased visibility of connected devices and the intelligence of the device security 

posture will help you manage security risk and keep your production lines running. 

The only way to address these challenges is to take a different approach.  You need a 

solution that provides complete prevention from file and file-less attacks, known and 

unknown threats, that does not jeopardize system performance or the production line.    

What if you could have complete control over what can and cannot run in your OT 

environment, eliminating the need for emergency updates against zero-day threats 

and letting you get off the patching merry-go-round and patch at your own, planned 

pace while reducing risk to your corporate data and reducing load on your taxed 

resources?  

What if there was a way to deliver attack prevention on OT systems without having to 

take the systems or applications out of production, without downtime, without threat 

of corruption, ensuring continuous operation? 

And what if you could have visibility and control over both OT and IT systems and 

applications so that if attacks do happen, you have comprehensive forensic artifacts, 

giving you the ability to respond quickly with the right intelligence to mitigate and 

minimize the threat, prevent lateral attack movement, and keep your systems 

operational? 
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Now you can implement robust threat prevention that:   

• protects against file-less or file-based attacks, known and 

unknown threats in memory, at run-time when applications are 

most vulnerable without pre-existing exploit or vulnerability 

knowledge,  

• has a lightweight protection sensor that runs in the kernel and 

requires less than 1% CPU utilization on critical systems without 

the need for system rebooting or downtime,   

• requires no signature updates, behavioral/AI algorithms, or 

external connections,  

• prevents zero-day attacks without the need for emergency 

patching,  

• provides deep forensics data in context for Incident Response, 

and 

• centralized operational control through intuitive console that gives 

you complete visibility into Operating Systems and related 

Applications across your OT and IT environment. 

Let Digital Immunity help you up your cybersecurity game in 2019! 

 

 

 

Digital Immunity: Stay Productive, Stay Secure!  
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About Digital Immunity 

Digital Immunity, LLC, an IQT Portfolio company that is revolutionizing cyber-threat 

protection, bridges the gap between real-time threat prevention and 24/7, mission 

critical environments so security no longer takes a back seat to production.  We 

provide advanced cyber-threat prevention in Operational Technology, as well as 

controlled, mission critical IT environments with no impact to production or system 

performance. Our patented Digital DNA Mapping technology prevents advanced 

threats, including APT’s and zero-day attacks, from executing in memory at runtime, 

hardening your mission critical operating systems and applications.  

For more information, visit http://www.digitalimmunity.com. 

Disclaimer. © Copyright 2018 by Digital Immunity, LLC. All Rights Reserved. All product and company names herein may 

be trademarks of their respective owners. The information and content in this document is provided for informational 

purposes only and is provided “as is” without any warranty, either express or implied, including but not limited to the 

implied warranties of merchantability, fitness for a particular purpose, and non-infringement. Digital Immunity is not 

liable for any damages, including any consequential damages, of any kind that may result from the use of this document. 

The information is obtained from publicly available sources. Though reasonable effort has been made to ensure the 

accuracy of the data provided,  

Digital Immunity makes no claim, promise or guarantee about the completeness, accuracy, recency or adequacy of 

information and is not responsible for misprints, out-of-date information, or errors. Digital Immunity makes no warranty, 

express or implied, and assumes no legal liability or responsibility for the accuracy or completeness of any information 

contained in this document. If you believe there are any factual errors in this document, please contact us and we will 

review your concerns as soon as possible. 

Reproducing, copying or making adaptations, or compilation works based on this content without prior written 

authorization from Digital Immunity, LLC is prohibited by law.  
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