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The Defense-in-Depth approach to cybersecurity, a common security strategy for many 

years now, has also been called the “castle approach,” likening layered security to the 

medieval castle with its moat, drawbridge, ramparts, towers, etc.  Unfortunately, much like 

the Red Keep in last week’s 

episode of Game of Thrones, 

once the outer walls are 

penetrated, there is little left to 

prevent the fall of the kingdom.   

The Defense-in-Depth approach 

layers defensive mechanisms to 

protect valuable data and 

systems.  If one mechanism 

fails, another is in place to stop the attack.  For most organizations, the first step of a layered 

security approach is to protect against network breaches at the perimeter.  DMZ’s are put 

in place, multiple levels of firewalls, access controls and networks traffic monitoring (IDS) 

is applied to try to keep cyber-actors from infiltrating the “castle.”  Unfortunately, the need 

to do business opens many holes in this perimeter:  web traffic, social media, vendor 

communication, email, etc., all providing access to systems inside the perimeter.  From 

there, malicious actors can move laterally from system to system, elevating their privileges, 

gaining administrator access to key systems that contain proprietary information.  Phishing 

and spear-phishing are still the number one attack vectors in targeted attacks.  According 

to CSO Magazine, 92% of malware is delivered by email.   

This outside-in approach to cyber-security has left critical systems in Operational 

Technology (OT) environments open to substantial risk.  As network perimeters are 

breached, either on the OT or Information Technology (IT) sides, critical systems that do 

not have proper protection become easy targets.  Many of these systems are running 

Windows operating systems (OS), which, according to ComputerWorld, are the number 

one target of cyber-criminals due to the large number of exploitable vulnerabilities in the 

OS and its related applications.  Protection solutions are woefully inadequate in preventing 

the execution of today’s complex and stealthy malware, and in many cases, are not properly 

applied due to their negative impact on sensitive production systems.  
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To prevent the types of breaches that we’ve seen in recent years, OT security engineers 

need to adopt an inside-out mindset when it comes to cyber-security, starting with the target 

of cyber-criminals, the device itself.   Let’s look at three reasons manufacturers should 

adopt an inside-out approach to cyber-threat prevention, starting at the OT device level. 

 

#1:  The Endpoint Device is the Target of Malware 

There has been much talk over recent years regarding the disappearance of the enterprise 

perimeter due to the decentralization of corporate networks, the proliferation of mobile 

devices, the BYOD and IoT phenomenon’s, and the impact of social media in the 

workplace.  With the breach of the perimeter wall, operating systems and related 

applications on internal devices (endpoints) have, in many ways, become their own 

perimeter, and, as mentioned above, are the primary target for cybercriminals.   

Why the endpoint device?  It’s because this is where the individual interacts with the rest 

of the world, both internal and external.  Because of the operating system and its 

applications, endpoint devices are the most vulnerable attack vector.  Stealing proprietary 

information, or holding systems for ransom, equates to big dollars for hackers.   

In the manufacturing OT environment, malware on critical devices can have even more 

costly ramifications.  Espionage can cost a manufacturer millions of dollars in lost 

opportunity, lost market share, and lost reputation.  A critical system that is compromised 

by malware, however, can impact lives, result in lost production, employee churn (workload 

and stress) and lost customers.   

OT environments, as a result of the convergence of IT and OT, have gone to great lengths 

to create a robust perimeter, investing in firewalls to segment networks and IDS solutions 

to monitor network traffic and alert to suspicious activity.  Unfortunately, when these layered 

measures are breached, either from the corporate IT side or from a connected OT device 

or vendor, critical systems are at risk.   

Because these systems are critical to production, and many are well behind current 

releases in operating system technology, current anti-malware technology has numerous 

shortcomings in providing the cyber-threat protection that OT systems need:  
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• they are heavy on system resource requirements, impacting operation 

• they require constant updating, which often requires downtime 

• they are only as good as their last update, unable to stop zero-day threats 

Because OT is focused on availability, not confidentiality like their IT counterparts, security 

takes a back seat to production.   

OT security engineers need a way to prevent malware from executing on critical devices 

with virtually no impact to production, protecting uptime and revenue. 

 

#2:  Malware Propagates from Device to Device 

All a hacker needs to do is get malware on one device inside the perimeter of a 

manufacturing network, either IT or OT.  From there, malware poses a significant challenge 

to cyber-security engineers by moving laterally from system to system.  When undetected, 

malware, including ransomware, and hackers can propagate from one system to another, 

across segmentation boundaries, exploiting vulnerabilities and security gaps as they go.  

WannaCry, NotPetya and Triton/Trisis malware all used lateral movement and were able 

to propagate on a global level at alarming speed.   

From one entry point, a hacker can take advantage of unpatched systems and exploit 

vulnerabilities that traditional and NextGen anti-malware solutions can’t prevent.  OT critical 

systems can be put at risk by corporate IT endpoints that become that single point of entry.  

Corporate IT proprietary data can be put at risk by unpatched OT systems that become that 

single point of entry.  And as we’ve seen in the malware attack examples above, the cost 

to manufacturers can run in the hundreds of millions of dollars. 

After a host is compromised, a hacker focuses on stealing credentials, doing internal 

reconnaissance and attacking other internal systems with the credentials obtained, moving 

deeper and deeper into the network, looking for data.  They use OS tools and processes, 

IT support tools and network protocols that are used for normal daily work activities.  By 

using these pre-existing tools and protocols they are able to avoid detection and implement 

long, persistent campaigns.  The chart below, developed by the Microsoft Enterprise Threat 

Detection team, illustrates how this lateral movement works. 
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The key to stopping these attacks is preventing malware from running on these systems in 

the first place.  If malware can’t execute, they can’t propagate, steal credentials, steal data 

or do damage.  In the manufacturing OT environment, the difficulty in protecting critical 

systems is exacerbated by the 24x7 nature of these systems and the legacy operating 

systems many of them use.  Keeping them updated with the latest security patches often 

requires downtime, a costly event.  As mentioned above, existing AV tools available today 

cannot provide the protection required without impacting productivity. 

OT security engineers need a solution that prevents cyber-threats from executing with no 

impact to system resources or production schedules. 

 

#3:  System Level Prevention Reduces Resource Churn 

This week Microsoft issued a warning to companies still using its Windows XP, Windows 7 

and other early operating systems, urging them to update workstations and servers with 

the latest security patches to prevent what Microsoft called a serious threat.   

Emergency security patches like this, from both operating system and application vendors, 

are now happening at an increasing rate.  At a rate of 1 or more of these patches per month, 

security engineers are struggling to keep up.  IT security engineers are able to schedule 
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system downtime to perform this patch work.   In an OT environment, however, the 

ramifications are much more serious.   

In the OT world, normal patching typically takes place in a 6- or 9-month window, during 

normal plant shutdowns.  Emergency patching, however, is a different story.  Once a patch 

is considered critical, a manufacturing CISO will mandate a limited window in which all 

systems must be patched.  This kicks off a resource intensive process: 

• A ticket is opened in the IT project tracking system 

• The OT system owner is identified and contacted 

• The IT project owner and the OT system owner have scheduling meetings 

• An agreeable time is scheduled.  IT resources prepare the update package 

• The update process requires two people and takes 30 minutes per device to complete 

• Rollback situations due to bad updates take additional time to complete, increasing 

downtime 

• 1-2 reboots are required per update 

Clearly this becomes a very resource intensive process.  Multiply that by the number of 

endpoints per production line and the number of plants and you will begin to get an idea of 

the sizeable resource cost for emergency patching in OT.  According to feedback from one 

customer, one emergency patch took 10 people over 18 hours to complete.  The resource 

cost can be substantial! 

The impact on employee morale is also costly.  Nights, weekends, and holidays spent in 

the plant instead of home with family and friends can, over time, have a negative impact on 

employees and cause employee burnout and churn.   

OT security engineers need a solution that will minimize, if not eliminate, the need for 

emergency patching, allowing for patching during the normal maintenance windows, 

decreasing downtime costs and employee churn. 
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The Solution for OT:  DI PROTECT™ 

Proactive malware prevention at the system level is a critical component of a Defense-in-

Depth strategy.  In OT, however, it is often the most overlooked due to the system impact 

caused by traditional anti-malware tools:   

1) bloated software that overloads system resources 

2) tools that require constant updating to be effective while still not protecting against 

zero-day malware 

3) solutions that do not protect against emergency patching, resulting in downtime and 

production impact 

What if you could implement real cyber-threat prevention on all critical OT workstations 

and servers, eliminating the need for costly emergency patching, allowing you to patch on 

your timetable? 

What if you could implement real cyber-threat prevention on critical legacy OT workstations 

and servers ensuring they are protected regardless of patch level, with no impact to system 

resources or production? 

What if you could implement real cyber-threat prevention on all critical OT workstations 

and servers that reduced night, weekend and holiday emergency patching, reducing 

resource costs and improving employee morale? 

Now you can!   

Digital Immunity’s patented approach to protecting Windows-based systems and 

applications provides OT teams with an option that, before now, was not available: the full-

scale immunization of an endpoint that will stop the execution of file-based and file-less 

malware attacks in memory at runtime.   

In addition, and perhaps equally important, Digital Immunity has architected the solution to 

use nominal resources on OT endpoints.  This is critical to maintaining the performance 

objectives of a production operation.   

DI PROTECT™ is different because Zero-Days and known vulnerabilities will be rendered 

ineffective in taking control of the Windows server or workstation, including devices such 
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as HMI, MES, Data Historian, SCADA and other servers.  This is accomplished by what we 

call Digital DNA Mapping.  DI PROTECT™ will map the operation of an OS and related 

applications, verifying the integrity of executing code in memory.  This is far superior to 

whitelisting approaches employed by other vendors, such as file identification and hashing, 

which do not protect the integrity of executing code.  DI PROTECT™ creates an alternate 

digital representation, Digital DNA Maps, hardening the OS and the application, and thus 

recognizes and prevents an attempted deviation to the normal state and blocks this action. 

This is the Digital Immunity difference:  full protection regardless of security patch level, 

and an endpoint sensor that is so light your systems can continue to perform at a high-

level.  The ability to be protected between patch cycles is invaluable.  You no longer need 

to worry about the ‘emergency’ patch cycle, and you can run systems securely and patch 

in your own timeline, during scheduled downtime. 

Now you can implement robust threat prevention that:   

• Has a lightweight Sensor on endpoint and requires less than 1% CPU utilization on 

critical systems without the need for system rebooting or downtime 

• Protects against file, file-less, known and unknown threats in memory, at run-time 

when OS and applications are most vulnerable without pre-existing threat or 

vulnerability knowledge 

• Requires no signature updates, behavioral/AI algorithms, or external connections 

• Prevents zero-day attacks 

• Provides deep forensic data in context for Incident Response 

• Centralizes operational control through an intuitive console that gives you complete 

visibility across your OT and IT environment 

Now you don’t have to sacrifice security on the altar of productivity.  Contact Digital 

Immunity today to see how we can help you Stay Productive, Stay Secure! 

 

 

Digital Immunity: Stay Productive, Stay Secure!  
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About Digital Immunity 

Digital Immunity, LLC, an IQT Portfolio company that is revolutionizing cyber-threat 

protection, bridges the gap between real-time threat prevention and 24/7, mission critical 

environments so security no longer takes a back seat to production.  We provide advanced 

malware prevention on mission critical devices in Operational Technology environments 

with no impact to production or system performance. Our patented Digital DNA Mapping 

technology prevents advanced threats, including APT’s and zero-day attacks, from 

executing in memory at runtime, hardening your mission critical operating systems and 

applications with DI PROTECT™, our flagship solution. DI PROTECT™ will also capture 

forensic artifacts in context and present them in the DI Control Center for further analysis.  

For more information, visit http://www.digitalimmunity.com. 
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