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We’ve all heard the saying “a stitch in time saves nine,” a proverbial expression that, simply 

put, means the sewing of a small hole now saves even more stitching later when the hole 

becomes larger.  In the world of cyber-security, however, a “patch in time does NOT 

necessarily save nine!”  

Vulnerability Management is, and has been for some time, a priority for corporate IT 

departments.  Patch management is a major component of a solid vulnerability 

management program.  IT departments regularly update systems with vendor-provided 

patches and routinely allow automatic updates on “patch 

Tuesday,” providing the peace of mind that all is secure.  

Unfortunately, typical patch management programs 

provide a false sense of security and only modestly 

improve overall security. 

Analysis of vulnerabilities by RiskBased Security revealed 

that a fix was made available within 24 hours only 41.7% of the time, and that the average 

time from disclosure of a vulnerability to a fix available from the vendor is 37.5 days.  This 

opens a rather wide window of vulnerability, leaving systems open to both known & zero-

day attacks. 

Patch management is not just about getting alerts when patches are available for systems 

in your network.  You must also have intelligence about what patches NEED to be applied 

and which ones are less important, giving you the ability to prioritize your workload and 

manage your level of risk over production.    

 

“The average time 
from disclosure of a 
vulnerability to a fix 

available from the 
vendor is 37.5 days.” 
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Patching is important, as a well-planned program with proper prioritization and testing can 

reduce risk. In the Operational Technology (OT) world, however, traditional vulnerability 

and patch management programs can be very problematic to implement.  Let’s look at 3 

reasons why a traditional patch management program does not work in a manufacturing 

OT environment.   

 

#1:  The Frequency of Patching in OT 

Corporate IT teams have the luxury of being able to patch frequently as systems can 

routinely be taken down for updating.  Systems in manufacturing plants, however, need to 

keep running.  The priority is uptime, not patching.  Patching windows are available semi-

annually, sometimes quarterly, further increasing the window of risk on OT devices.  Many 

times, these update intervals are missed due to other production priorities, and security 

takes a back seat. 

Emergency patching can be even more problematic – and costly.  Applying patches and 

application updates requires downtime that can be very 

costly.  While 80% of companies are unable to calculate 

their true cost of downtime, analyst firm Aberdeen 

Research states that unplanned downtime can cost as 

much as $260,000 an hour.  Scheduling of emergency 

patching takes days and countless resources to plan, 

further widening the window of risk in production 

systems.  And where emergency patching used to happen several times per year, now 

manufacturers are forced to apply emergency patches monthly. 

Manufacturing OT needs a solution that delivers real cyber-threat prevention between 

patching cycles and eliminates the need for costly emergency patching. 

 

#2:  The Issue of Legacy Patching in OT 

The typical asset lifespan in corporate IT is typically three to five years.  In manufacturing 

OT, however, the asset life cycle can be significantly longer, sometimes as much as 10 to 

 “Unplanned downtime 
in manufacturing can 

cost as much as 
$260,000 per hour.”  
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20 years before a major overhaul.  OT software can have long update cycles and, because 

they were not built with security in mind, are difficult to patch for vulnerabilities.  Many OT 

environments are still running Windows XP or NT operating systems which, even if fully 

patched, are highly vulnerable since support was ended years ago.   

These legacy systems were traditionally “air-gapped,” having no interconnectivity with 

internet systems.  Today’s industrial organizations are working to keep pace with digital 

transformation, IIoT, and the convergence of IT and OT, to enjoy the benefits this can 

deliver.  As a result, air gaps have and are being removed, opening up vulnerabilities and 

new pathways for attacks.  The window of risk opens ever wider. 

Manufacturing OT needs a solution that delivers real cyber-threat prevention for legacy 

systems that are difficult to patch and secure.   

 

#3:  The Human Toll of Patching in OT 

Employee morale and productivity are top concerns for business managers.  The 

relationship between company culture and employee morale is often confused, resulting in 

the installation of ping-pong tables to create a “cool” workplace.  This, and other perks, lead 

to a mistaken notion that the company is maintaining or improving good morale. 

For most employees, morale has more to do with work-life balance.  In the OT environment, 

this is and has been a real problem.  Patching windows notoriously take place during 

holidays when employees should be home with family.  Instead, they spend their Holiday’s 

scrambling to update and patch systems while production lines are down. 

Emergency patching exacerbates this problem, resulting in lost nights and weekends, 

interrupted plans, disappointed family members, and long hours that create fatigue and 

lethargy.   

Manufacturing OT needs a solution that delivers real cyber-threat prevention that improves 

employee morale by reducing employee patch fatigue, giving back quality family time and 

improving work-life balance. 
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The Solution:  DI PROTECT™ 

What if you could implement real cyber-threat prevention on all critical OT workstations and 

servers, eliminating the need for costly emergency patching, allowing you to patch on your 

timetable? 

What if you could implement real cyber-threat prevention on all critical legacy OT 

workstations and servers ensuring they are protected regardless of patch level, with no 

impact to system resources or production? 

What if you could implement real cyber-threat prevention on all critical OT workstations and 

servers that reduced night, weekend and holiday emergency patching, reducing resource 

costs and improving employee morale? 

Now you can!   

Digital Immunity’s patented approach to protecting Windows-based systems provides OT 

teams with an option that, before now, was not available: the full-scale immunization of an 

endpoint that will stop the execution of file-based and file-less malware attacks.  In addition, 

and perhaps equally important, Digital Immunity has architected the solution to use nominal 

resources on OT endpoints.  This is critical to maintaining the performance objectives of a 

production operation.   

Digital Immunity PROTECT™ is different because Zero Days and known vulnerabilities will 

be rendered ineffective in taking control of the Windows server or workstation, including 

devices such as HMI, MES, Data Historian, SCADA and other servers.  This is 

accomplished by what we call Digital DNA Mapping.  DI PROTECT™ will map the operation 

of an OS and related Applications verifying the integrity in memory.  This is far superior to 

whitelisting approaches employed by other vendors such as file identification and hashing.  

DI PROTECT™ maps at a deeper level, hardening the OS and the application, and thus 

recognizes and prevents an attempted deviation to the normal state and blocks this action. 

This is the Digital Immunity difference:  full protection regardless of security patch level, 

and an endpoint sensor that is so light your systems can continue to perform at a high-

level.  The ability to be protected between patch cycles is invaluable.  You no longer need 
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to worry about the ‘emergency’ patch cycle, and you can run systems securely and patch  

in your own timeline, during scheduled downtime. 

Now you can implement robust threat prevention that:   

• Has a lightweight Sensor that runs in the kernel and requires less than 1% CPU 

utilization on critical systems without the need for system rebooting or downtime,   

• Protects against file, file-less, known and unknown threats in memory, at run-time 

when applications are most vulnerable without pre-existing threat or vulnerability 

knowledge,  

• Requires no signature updates, behavioral/AI algorithms, or external connections,  

• Prevents zero-day attacks,  

• Provides deep forensic data in context for Incident Response, and 

• Centralizes operational control through an intuitive console that gives you 

complete visibility across your OT and IT environment. 

Now you don’t have to sacrifice security on the altar of productivity.  Contact Digital 

Immunity today to see how we can help you Stay Productive, Stay Secure! 

 

 

 

 

 

 

 

Digital Immunity: Stay Productive, Stay Secure!  
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About Digital Immunity 

Digital Immunity, Inc. is an award-winning cybersecurity company that is redefining 

Endpoint Protection with its Bioinformatic based solution DI PROTECT™, a revolutionary 

technique that continuously verifies the integrity of executing code in memory at runtime. 

By mapping the DNA of trusted applications and operating systems, DI PROTECT™ 

compares the known good DNA against executing code and surgically prevents any 

threats with zero interruption to the system’s operations or performance.  

For more information, visit http://www.digitalimmunity.com. 
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