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Operational Technology (OT) networks found in manufacturing environments have 

historically been isolated and independent networks from that of the corporate data 

networks of Information Technology (IT).  In 2011 Gartner predicted that the 

manufacturing Operational Technology environment and Information Technology 

would converge, fusing once siloed systems with corporate systems and increasing 

business intelligence, providing a more comprehensive picture to key decision makers.  

Despite continued resistance, the convergence of IT and 

OT is happening at an ever-increasing rate.   

The benefits of OT-IT convergence are undeniable:  

enhanced revenue generation, cost savings that impact the 

bottom line, performance improvements created by 

company-wide KPI visibility, increased productivity through 

innovation, and better business agility through comprehensive and immediate data 

management.  The need to improve products, automate processes and increase 

production efficiencies has introduced Industrial Internet-of-Things (IIoT) connectivity on 

the manufacturing floor.  But, the advantages of this IP connectivity have reduced the 

number of “air gapped” networks once employed by the Operation Technology (OT) 

team, potentially introducing vulnerabilities to devices that do not respond well to typical 

security products.  Legacy operating systems and proprietary technologies that normally 

sacrifice security for the sake of uptime and performance are now at greater risk to 

advanced threats executing in memory, a threat that traditional signature-based 

Endpoint Protection (a.k.a. Antivirus) products cannot prevent.  And the convergence of 

IT and OT to provide visibility and control of all IP-based devices, while enabling the 
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advancements and efficiencies you need, increases the threat footprint across both OT 

and the IT enterprise. 

While IT is focused on securing data across the enterprise, OT is focused on production 

and uptime with historically little thought or focus on security.  This often leads to friction 

between IT and OT leaders.  IT leaders, as a result, have 3 objectives that they are 

focused on every day:   

➢ Ensure that IT security concerns do not impact continuous uptime of mission 

critical OT systems and applications. 

➢ Protect and harden both OT and IT systems and applications from attacks that 

can cause downtime, negatively impacting revenue, and possibly resulting in 

loss of intellectual property. 

➢ Have visibility of all computers in the OT and IT environment so enterprise 

protection can be monitored holistically for threat trends. 

You can’t let the increase in threats stop production, nor can you stop production to 

deploy traditional security tools to mitigate the threats.  Unfortunately, “security through 

obscurity” is no longer an option and you need to find a way to balance the production 

and security needs of the business. 

 In this paper we’ll discuss three types of chaos faced by IT as a result of OT-IT 

convergence. 

 

(1)  Connectivity Chaos 

According to Frost and Sullivan, 80% of manufacturing companies around the globe will 

have adopted IIoT by 2021, with between 30 billion and 50 billion objects being 

connected to the internet by 2020.  The benefits of this connectivity, real-time 

optimization of manufacturing processes, automated tuning of systems and increasing 

plant uptime, are overshadowed by the challenges of securing OT on the floor and 

interconnectivity to the IT network, both of which have increased your attack surface and 

increased risk to production and corporate data.  According to Fortinet, nearly 90% of 

organizations with connected OT infrastructures have experienced a security breach with 
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their Supervisory Control and Data Acquisition and Industrial Control Systems 

(SCADA/ICS) architectures, with more than half of those breaches occurring in just the 

last 12 months.  

Compounding this connectivity threat is a distinct shortage of personnel and a lack of 

security expertise inside OT organizations as well as third party vendors that provide 

OT systems and support.  Additionally, security professionals in IT typically have little 

experience in the OT environment.   

Further compounding this connectivity chaos is the need 

to protect legacy and custom-built systems and 

applications, in both the OT and IT environments, that are 

typically behind the technology curve, and unpatched to 

known vulnerabilities.  According to Fortinet, 90% of hacks 

in 2017 could have been avoided had there been proper 

patching to mitigate the onslaught of new vulnerabilities.  

An amazing 60% of companies still have vulnerabilities 

that have been in the wild for over a decade.  Unfortunately, patching often requires 

reboots and downtime of systems that are critical to production, creating significant 

pushback from OT managers who focus on uptime, productivity and revenue.   

And to compound the problem, 2017 saw a 120% increase of vulnerabilities over 2016, 

totaling more than 14,500 new vulnerabilities.   You simply can’t patch fast enough to 

keep up, and since you can’t take systems out of production, it’s a losing battle, one that 

is leaving your organization, your production operations, proprietary data and company 

revenue at risk. In any event, patching will not prevent zero-day attacks.  

With so many devices connected to the Internet and to corporate networks, delivering 

true cyber-threat prevention can be chaotic. 

 

 

 

 

An amazing 60% of 
companies still have 

vulnerabilities that 
have been in the wild 

for over a decade  
 

 



| 
 

 
 

5 

Digital Immunity, Inc.   |   Sales Inquiries: Sales@digitalimmunity.com    |   General Inquiries: Info@digitalimmunity.com    |   www.digitalimmunity.com 
 

(2)  Out-of-Order Chaos 

According to Oden Technologies, every factory loses between 5% and 20% of its 

productivity resulting from downtime due to computer crashes, device breakdowns and 

programs needing critical patch updates.  The average manufacturer deals with 800 

hours of downtime per year, or more than 15 hours per week.  Depending on the 

business, the costs can be huge: lost production, wasted labor, discarded product, lost 

time to innovation, erosion of brand trust. If unplanned downtime does take place, 

manufacturers risk reductions in both productivity and profitability, as well as a loss of 

reputation and, potentially, a loss of clients.  According to Aberdeen Research, 82% of 

companies have experienced unplanned downtime over the past three years and that 

unplanned downtime can cost a company as much as $260,000 an hour (over $200M 

per year). 

A cyberattack can impact production and cost companies 

anywhere from $1 million to $10 million per attack, 

according to the U.S. National Center for Manufacturing 

Sciences, who cited that 39% of all cyber-attacks in 2016 

were against manufacturing companies.   

Case in point:  Merck & Co.’s manufacturing operations were crippled by a global 

cyberattack that took out it’s active pharmaceutical ingredient (API) production and 

affected its formulation and packaging systems.  A NotPetya attack infiltrated Microsoft 

systems that were not properly patched.  It took control of systems and held them for 

ransom.  It quickly spread across affected networks.  Damages topped $300 million in 

lost sales and other costs. 

Many other manufacturing companies where one click away from a very similar fate. 

The pressure to maintain 24/7 uptime, however, often supersedes security concerns 

and puts OT and IT management at odds.  Installing traditional security applications 

often impacts system performance due to heavy loads on CPU, memory and disk 

utilization.  They also require regular, if not daily updates, which usually means system 

downtime for both loading and updating.  Operating System patching can be a huge 

cost to manufacturing in terms of planning downtime, scheduling the install time and 

“The average 
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risk that the patches themselves can cause problems.  And when emergency patching 

is required, it can take up to 3 days for OT to test, schedule and install a patch, leaving 

systems at risk far too long. 

Hanging an “out of order” sign on your production line, resulting in lost production and 

revenue, is not an option.  As a result, systems go unpatched, creating additional 

cybersecurity risks that can impact both OT and IT environments, putting the entire 

company in jeopardy and creating chaos in your security strategy. 

 

(3) Targeted Chaos 

Last year, 39% of all ransomware attacks targeted manufacturing companies.  It is 

important to note that from 2015 through 2017, these attacks increased more than 

183%.  Ransomware has become a major problem for manufacturers. While 

ransomware demands have increased, that cost pales in comparison to lost revenue 

due to production downtime.   

We’ve all read about recent high-profile attacks, such as the WannaCry and Petya 

epidemics which impacted businesses in more than 150 countries and affected critical 

infrastructure. Of concern was the malware’s ability to spread quickly, forcing 

manufacturers like you to realize the cybercrime threat is real, it’s targeting them, and it 

can’t be ignored. It could be a remote laptop that infects an IT server, or an Operating 

Technology system that is hacked, providing access to manufacturing systems and 

back office servers.  Hackers can hold both data and production systems for ransom, 

imposing serious financial impacts.  Manufacturing IT teams must be able to see and 

protect OT systems and applications from the onslaught of vulnerabilities that can affect 

both productivity and profitability, as well as data integrity and security for the enterprise.  

At the same time, IT security teams need visibility into the threat posture across the 

entire enterprise, from the plant floor to the back office. 

The connectivity chaos, coupled with the uptime demand chaos, has created 

opportunity for cyber-criminals and security chaos for manufacturing IT. 
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Turning Chaos into Calm 

Manufacturing companies must be able to provide cyber threat prevention across both 

OT and IT environments to minimize impact to production uptime and company 

profitability.  Traditional Endpoint Protection, used in an IT back office environment, are 

highly ineffective on the OT plant floor, as they require updates and patching and often 

reboots, eat system resources, and have poor zero-day threat prevention in either 

environment.  These solutions require heavy system resources, constant updating, and 

they cannot work in a self-contained or controlled environment.  As a result, they simply 

cannot stop zero-day attacks – regardless of what their marketing tells you.   

Installing security products or patching vulnerabilities in legacy operating systems 

requires taking systems offline, disrupting production and reducing revenues – a non-

starter in any OT environment.  Yet the threat introduced by these unpatched systems 

puts the entire company at risk. 

And, as threats continue to expand beyond traditional IT networks, you need visibility 

into all OT and IT assets so that you can deploy threat prevention where it’s needed.  

Increased visibility of connected devices and the intelligence of the device security 

posture will help you manage security risk and keep your production lines running. 

How do you turn this chaos into calm? 

The only way to address these challenges is to take a different approach.  You need a 

solution that provides complete prevention from file and file-less attacks, known and 

unknown threats, that does not jeopardize system performance or the production line.    

What if you could have complete control over what can and cannot run in your OT 

environment, eliminating the need for emergency updates against zero-day threats and 

letting you get off the patching merry-go-round and patch at your own, planned pace 

while reducing risk to your corporate data?  

What if there was a way to deliver attack prevention on OT systems without having to 

take the systems or applications out of production, without downtime, without threat of 

corruption, ensuring continuous operation? 



| 
 

 
 

8 

Digital Immunity, Inc.   |   Sales Inquiries: Sales@digitalimmunity.com    |   General Inquiries: Info@digitalimmunity.com    |   www.digitalimmunity.com 
 

And what if you could have visibility and control over both OT and IT systems and 

applications so that if attacks do happen, you have comprehensive forensic artifacts, 

giving you the ability to respond quickly with the right intelligence to mitigate and 

minimize the threat, prevent lateral attack movement, and keep your systems 

operational? 

Now you can implement robust threat prevention that:   

➢ lightweight protection sensor runs in the kernel and requires less than 1% CPU 

utilization on critical systems without the need for system rebooting or 

downtime,   

➢ protects against file, file-less, known and unknown threats in memory, at run-

time when applications are most vulnerable without pre-existing threat or 

vulnerability knowledge,  

➢ requires no signature updates, behavioral/AI algorithms, or external 

connections,  

➢ prevents zero-day attacks without the need for emergency patching,  

➢ provides deep forensics data for Incident Response, and 

➢ centralized operational control through intuitive console gives you complete 

visibility across your OT and IT environment. 

OT/IT need to work as a team with a focus on results, not ownership. A security platform 

that appeals to both groups will help unify the effort driving desirable impact to the 

company. 

So, if your goal is to improve your threat posture while maintaining uptime in OT systems 

and applications, protect your OT systems from attacks that can cause downtime and 

put corporate data at risk, and have the visibility and control you need to protect and 

maintain your production environment, there is only one way to accomplish all three. 

 

Digital Immunity: Stay Productive, Stay Secure!  



| 
 

 
 

9 

Digital Immunity, Inc.   |   Sales Inquiries: Sales@digitalimmunity.com    |   General Inquiries: Info@digitalimmunity.com    |   www.digitalimmunity.com 
 

About Digital Immunity 

Digital Immunity, Inc. is an award-winning cybersecurity company that is redefining 

Endpoint Protection with its Bioinformatic based solution DI PROTECT™, a 

revolutionary technique that continuously verifies the integrity of executing code in 

memory at runtime. 

By mapping the DNA of trusted applications and operating systems, DI PROTECT™ 

compares the known good DNA against executing code and surgically prevents any 

threats with zero interruption to the system’s operations or performance.  

For more information, visit http://www.digitalimmunity.com. 
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