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Manufacturing companies have spent large portions of their security budget building strong 

perimeters, both between the company and the outside world, and between traditional 

Information Technology (IT) environments and Operational Technology (OT) environments 

– the plant floor.  This castle and moat security strategy assumes that everything outside is 

bad, and everything inside is good – that anything inside poses no threat.  Once this 

perimeter is put in place, however, IT organizations begin opening “holes” in their perimeter 

for web access, email, social media, BYOD, cloud applications, vendor access, remote 

employee access, and more.  The average enterprise has more than 1427 cloud 

applications on their network, accessing and moving data in and out of the cloud  (Skyhigh 

Networks, 12 Must-know Statistics on Cloud Usage in the Enterprise). Systems and connections are 

far too open. This connectivity increases the attack surface of the organization and, once a 

hacker gets in, they can move across internal systems 

with little resistance.  This vulnerability in castle-

and-moat security systems is exacerbated by 

the fact that companies no longer have their 

data in just one place. Today, information is 

often spread across cloud vendors, which 

makes it more difficult to have a single security 

control  

The Zero Trust Network/Architecture, created in 2010 by John Kindervag, principal analyst 

at Forrester Research, was designed to replace the castle and moat mentality.  Companies 

are increasingly implementing technologies that support the Zero Trust architecture as they 

attempt to protect systems and data from attacks that are becoming sophisticated and 

targeted. 

The Zero Trust Architecture has a very simple premise:  rather than trust anything, trust 

nothing and verify everything trying to connect to systems and data.  In short, don’t trust 

anyone – grant no system or network access until the identity of the user has been 

established and confirmed.   Zero Trust also assumes that bad actors are already inside 

your network. 
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Zero Trust calls for enterprises to leverage micro-segmentation and granular perimeter 

enforcement based on users, their locations and other data to determine whether to trust a 

user, machine or application seeking access to a particular part of the enterprise. 

Why Zero Trust?  The Annual Cybercrime Report from Cybersecurity Ventures predicts that 

cybercrime will cost the world $6 trillion annually by 2021.  Meanwhile, the 2017 Data 

Breach Study, conducted by Ponemon Institute and sponsored by IBM, found that the 

global average cost of a data breach is $3.62 million.  In Manufacturing OT, as we’ve seen 

in the past two years, breach costs can reach as high as $500 million in lost inventory, lost 

production, lost revenue, lost reputation and lost resource costs. 

In manufacturing OT the issue at the device level is even more concerning.  Most of the 

devices in the plant infrastructure were never designed to be secure. They often lack basic 

security features like encryption and authentication because they were built to operate in 

highly trusted, closed environments.  In many 

manufacturing organizations, their mission has 

shifted from reliability to resilience – keeping systems 

running while under attack.  

A Zero Trust architecture is designed from the inside 

out, creating controllable segments called micro-

segmentation – moving firewalls closer to the asset 

and data.  Zero Trust is not about technology, however.  It’s about a strategy – a process 

and a mindset that is then implemented using the right technologies in the right places.  

Technology is the tool that executes the strategy.  There is no single specific technology 

that is associated with Zero Trust; it is a holistic approach to network and system security 

that incorporates different principles and technologies. 

Identity Management is a big component of Zero Trust and has three main pillars: 

Authentication, Authorization and Accounting. Zero Trust Privilege requires granting least 

privilege access based on verifying who is requesting access, the context of the request, 

and the risk of the access environment. By implementing least privilege access, 

organizations minimize the attack surface, improve audit and compliance visibility, and 

reduce risk, complexity and costs for the enterprise.  The graph below illustrates this model. 
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Another component of Zero Trust on any system is the execution of trusted code.  Because 

malware is code that executes on the system, it gives a hacker access to the system, data, 

and the ability to harvest credentials to move from system to system using valid processes 

within the operating system. it is vital that code goes through the same process outlined 

above before it is allowed to execute.   

Companies should pursue the Zero Trust model as part of their overall digital transformation 

strategy, implementing the technologies that can help them achieve Zero Trust.  

Unfortunately, technologies being deployed at the system level today, such as application 

whitelisting, traditional and NextGen anti-malware tools, and Intrusion Detection Systems 

(IDS), fall far short of this Zero Trust strategy as they are only as good as the known threats, 

known bad code, and known behaviors of the network itself.   

Cyber-criminals rely on the ability to steal credentials and run malicious code on internal 

systems.  If their code can’t execute, they cannot infiltrate or proliferate within the 

enterprise.  Manufacturing OT must implement Zero Trust at the critical system level, 

stopping untrusted code from executing.  Only Digital Immunity delivers this capability.  

Let’s look at three ways DI PROTECT™ helps Manufacturing OT move down the road to 

implementing the Zero Trust model. 
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#1:  DI PROTECT™ Allows ONLY Trusted Code to 

Execute 

Identity Management systems lock down access to a system and its data to specific users 

by employing numerous validation techniques:  multifactor authentication, role 

management, password administration and policies, biometrics, etc.  All of these ensure 

that only authorized personnel have access to the system, the applications on the system, 

and the data the system houses.  

Digital Immunity’s revolutionary technology ensures that only trusted code can run on a 

critical OT system.  Digital Immunity (DI) PROTECT™ is a software solution that takes a 

new approach to workstation and server malware detection and prevention.   The approach 

compares a DNA Map (a digital representation of binary code) of an operating system and 

related application’s known-good binaries against the operating system (OS) and 

application as it is launched and throughout its runtime as the application interacts with the 

operating system.  If executing code is not part of the DNA Map, DI PROTECT™ prevents, 

depending on policy, the unauthorized code from executing.  Digital Immunity’s solution is 

not reliant on whitelist file hashing, artificial intelligence or machine learning. Because DI 

PROTECT™ can identify the introduction of unauthorized code, in-memory throughout the 

application’s lifetime, the solution can forensically reveal zero-day exploitation as it is 

attempted and prevent zero-day code from executing on the system. 

DI PROTECT™ prevents sophisticated threats, including 

APT’s and zero-day attacks, as well as file and file-less 

threats.  77% of attacks in 2017 used file-less techniques 

(CSO Magazine, October 9, 2017), rendering traditional 

anti-malware tools ineffective.  With DI PROTECT™, any 

code not part of the trusted system DNA will not execute. 

And because DI PROTECT™ allows only trusted code to execute, emergency patching is 

no longer the expensive fire drill that it is today in OT.  OT engineers can now patch critical 

systems during normal scheduled downtime, eliminating the high cost of emergency 

patching due to downtime and resource costs. 

 

“77% of attacks in 2017 
used file-less 

techniques, rendering 
traditional anti-malware 

tools ineffective.” 
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Manufacturing OT must stop the execution of unauthorized, foreign and malicious code 

before it can deliver its harmful payload.  Only Digital Immunity delivers Zero Trust at the 

operating system and application level, preventing the execution of malware. 

 

#2:  DI PROTECT™ Protects Legacy Systems 

One of the difficulties in implementing Zero Trust is that new technologies that support the 

Zero Trust model do not work on legacy systems.  In Manufacturing OT, this is a significant 

issue as many plants are still running older and unsupported versions of Windows server 

and workstation operating systems, including Windows XP.  These systems are 

unsupported and often unpatched, resulting in a broader attack surface in OT.   

These legacy systems were traditionally “air-gapped,” having no interconnectivity with 

internet systems.  Today’s industrial organizations are working to keep pace with digital 

transformation, IIoT, and the convergence of IT and OT, to enjoy the benefits this can 

deliver.  As a result, air gaps have and are being removed, opening vulnerabilities and new 

pathways for attacks.  The window of risk opens ever wider. 

Traditional anti-malware technologies are often bloated, resource heavy, and require 

constant updates and reboots, which results in unplanned downtime for critical OT systems.  

Legacy systems – an existing and outdated system or software – do not have available 

resources to support these new technologies and risk system failure and downtime as a 

result.  Therefore, many legacy OT systems go unprotected, even though they have a 

higher attack surface than other systems in OT.  Downtime is simply not an option, and any 

technology that impacts systems resources cannot be implemented.  

Fortunately, DI PROTECT™ has solved the legacy issue in OT.  DI PROTECT™ supports 

legacy Windows operating systems, preventing malware from executing, hardening the OS 

and its related applications.  DI PROTECT™ requires no external connectivity for updating 

so it supports systems in air-gapped environments as well.  And because DI PROTECT™ 

eliminates emergency patching, legacy systems are spared the possible impact of bloated 

or bad patches.     



| 
 

 
 

7 

Digital Immunity, Inc.   |   Sales Inquiries: Sales@digitalimmunity.com    |   General Inquiries: Info@digitalimmunity.com    |   www.digitalimmunity.com 
 

DI PROTECT™ reduces the attack surface in OT by protecting legacy systems without 

impacting system resources, and is a critical component of a Zero Trust architecture in OT. 

 

#3:  DI PROTECT™ Does NOT Impact Productivity 

In the OT world, prioritization is very different than that of IT:  availability, integrity and 

confidentiality (AIC).  Maintaining production (availability) and quality (integrity) are of prime 

importance as a loss of production can be very costly in lost revenues, internal resource 

costs, loss of customers and loss of company reputation.  The cost of operational disruption 

is a significant incentive for manufacturing companies to consider a Zero Trust architecture 

in 2019.   

There are many security technologies and vendors in the market today that offer some level 

of security for Industrial environments.  Many are an important piece of a Defense-in-Depth 

strategy, layering security technologies that provide protection from different attack vectors.   

Next generation AV vendors are often a collection of tool sets, including whitelisting, 

signatures, web scanning, etc., to deliver comprehensive protection.  Unfortunately, in an 

OT environment this kind of bloat can impact system performance, requiring administrators 

to turn off components to minimize the impact.  These systems typically require a reboot 

after installation and updating, impacting production.  Other solutions, like IDS 

technologies, look for abnormalities and alert based on bad traffic.  Unfortunately, by the 

time you are alerted, systems can be compromised, and production impacted. 

DI PROTECT™, unlike other system solutions, has a lightweight sensor consuming less 

than 1% CPU utilization, delivering non-invasive system protection.  Additionally, DI 

PROTECT™ requires no reboots, keeping your production systems running and protected. 

DI PROTECT™ reduces patch fatigue since no emergency patches are required, reducing 

night, weekend and holiday working hours, improving employee morale.  And because DI 

PROTECT™ produces NO false positives, OT engineers do not have to spend time chasing 

non-events.   
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The Zero Trust Solution for OT:  DI PROTECT™ 

Preventing un-trusted code from executing at the system level is a critical component of a 

Zero Trust strategy.  In OT, however, it is often the most overlooked due to the system 

impact caused by traditional anti-malware tools:   

1) bloated software that overloads system resources 

2) tools that require constant updating to be effective 

while still not protecting against zero-day malware 

3) solutions that do not protect against emergency 

patching, resulting in downtime and production 

impact 

What if you could implement real cyber-threat prevention 

on all critical OT workstations and servers, eliminating the need for costly emergency 

patching, allowing you to patch on your timetable? 

What if you could implement real cyber-threat prevention on critical legacy OT workstations 

and servers ensuring they are protected regardless of patch level, with no impact to system 

resources or production? 

What if you could implement real cyber-threat prevention on all critical OT workstations 

and servers that reduced night, weekend and holiday emergency patching, reducing 

resource costs and improving employee morale? 

Now you can!   

Digital Immunity’s patented approach to protecting Windows-based systems and 

applications provides OT teams with an option that, before now, was not available: the full-

scale immunization of an endpoint that will stop the execution of file-based and file-less 

malware attacks in memory at runtime.   

In addition, and perhaps equally important, Digital Immunity has architected the solution to 

use nominal resources on OT endpoints.  This is critical to maintaining the performance 

objectives of a production operation.   
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DI PROTECT™ is different because Zero-Days and known vulnerabilities will be rendered 

ineffective in taking control of the Windows server or workstation, including devices such 

as HMI, MES, Data Historian, SCADA and other servers.  This is accomplished by what we 

call Digital DNA Mapping.  DI PROTECT™ will map the operation of an OS and related 

applications, verifying the integrity of executing code in memory.  This is far superior to 

whitelisting approaches employed by other vendors, such as file identification and hashing, 

which do not protect the integrity of executing code.  DI PROTECT™ creates an alternate 

digital representation, Digital DNA Maps, hardening the OS and the application, and thus 

recognizes and prevents an attempted deviation to the normal state and blocks this action. 

This is the Digital Immunity difference:  full prevention of un-trusted code, regardless of 

security patch level, and an endpoint sensor that is so light your systems can continue to 

perform at a high-level.  The ability to be protected between patch cycles is invaluable.  You 

no longer need to worry about the ‘emergency’ patch cycle, and you can run systems 

securely and patch in your own timeline, during scheduled downtime. 

Now you can implement robust threat prevention that:   

• Has a lightweight Sensor on endpoint and requires less than 1% CPU utilization on 

critical systems without the need for system rebooting or downtime 

• Protects against file, file-less, known and unknown threats in memory, at run-time 

when OS and applications are most vulnerable without pre-existing threat or 

vulnerability knowledge 

• Requires no signature updates, behavioral/AI algorithms, or external connections 

• Prevents zero-day attacks 

• Provides deep forensic data in context for Incident Response 

• Centralizes operational control through an intuitive console that gives you complete 

visibility across your OT and IT environment 

Now you don’t have to sacrifice security on the altar of productivity.  Contact Digital 

Immunity today to see how we can help you Stay Productive, Stay Secure! 

 

Digital Immunity: Stay Productive, Stay Secure!  
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About Digital Immunity 

Digital Immunity, Inc. is an award-winning cybersecurity company that is redefining 

Endpoint Protection with its Bioinformatic based solution DI PROTECT™, a revolutionary 

technique that continuously verifies the integrity of executing code in memory at runtime. 

By mapping the DNA of trusted applications and operating systems, DI PROTECT™ 

compares the known good DNA against executing code and surgically prevents any 

threats with zero interruption to the system’s operations or performance.  

For more information, visit http://www.digitalimmunity.com. 
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