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Let’s face it:  Information Technology (IT) Security Managers and Operational 

Technology (OT) Process Automation Engineers have very different goals in mind.  And 

for very good and valid business reasons.  OT engineers are concerned with uptime and 

revenue, but because OT is no longer “air gapped,” IT now has to concern itself with 

security threats across the entire enterprise, including OT devices that are now both 

Internet and corporate network connected.   

The foundation of Information Security, commonly called the CIA (Confidentiality, 

Integrity, Availability) triad is a model that organizations use as a basis for policies to 

protect their “crown jewels” (a.k.a. intellectual property) and 

processes.  IT is tasked with addressing all three tenants 

equally across the entire organization while OT must place 

the most emphasis on availability and integrity since 

production can be impacted by targeted malicious software 

threats.  In the OT environment, a company’s intellectual 

property is typically less prevalent than elsewhere in the 

organization.  For example, the Research and Development area would place more 

emphasis on confidentiality of a company’s data than in OT.  When malicious software 

is in an OT environment, the security priorities are process availability and process 

integrity since the control system must be available and function correctly.  

Commercially available control system software typically does not contain confidential 

information for the end user. 

 

“Despite continued 
resistance, the 

convergence of IT and 
OT is happening at an 
ever-increasing rate.” 
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Patching is a HUGE headache, in the traditional IT world for sure, but even more so in 

the OT environment where the fear of, as well as the reality of downtime and it’s cost 

to company can result in security taking a backseat.  Software updates and vulnerability 

patches have to be tested by IT, installed and uninstalled to ensure that there are no 

compatibility issues and that a rollback plan is possible should the update/patch create 

system issues.  Once IT is done, OT then needs to do similar testing on their systems 

and, because, it’s not a priority for them, this process can take weeks to complete.  

Patches are finally installed 6 to 9 months after release, creating a sizeable window of 

risk to both the OT system as well as corporate networks and critical Backoffice assets.  

Further compounding this risk is that there is a lack of tools to understand what systems 

have been patched and what systems are still vulnerable. 

In the case of emergency patches where risk is acute, patching becomes a real fire-drill.  

When critical, zero-day exploit code is released, it can still take 3 days or more, and 

huge numbers of people working around the clock, to get the patch mitigations in place, 

usually involving production downtime that creates hard costs to the company. 

It is time that IT and OT work together to address this common issue.  The company 

CEO and Board are holding IT responsible for security the enterprise, which makes OT 

the customer of IT.  Therefore, IT needs to understand the requirements of OT and have 

a security solution that addresses both the requirements and the risk. 

In this paper we’ll discuss three ways IT can jump OT patching hurdles and address 

both the risk and the requirements of OT. 

 

1)  Stop Emergency Patching 

As revealed in an earlier report, IIoT (Industrial Internet of Things) is being adopted at 

an increasing rate, and will reach 80% in manufacturing companies by 2021, according 

to Frost and Sullivan.  Billions of OT devices will be attached to the Internet, increasing 

the risk footprint for OT and the entire enterprise.  At the same time, vulnerabilities in 

operating systems and applications have increased more than 120% in 2017, totalling 

more than 14,500 new vulnerabilities.  Keeping up with vulnerability patches is an 
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overwhelming task for IT, but that difficulty is exponentially compounded when 

considering devices in OT. 

IT has, in many cases, operationalized patch management in the corporate 

environment.  Patches are tested and rolled out based on their importance to security, 

usability and availability.  In the OT world, as mentioned above, testing of routine 

patches to ensure uptime and integrity takes significantly longer.  Patches are applied 

late, or not at all, increasing the threat window.   

But what happens when an emergency patch is required 

to protect against a critical, zero-day exploit? Some 

industrial sectors require 99.999% or greater ICS uptime. 

This requirement relates to 5 minutes and 35 seconds or 

less allowable downtime per year for any reason, making 

unscheduled patching out of the question. Other industrial 

sectors may require patching activities at hundreds of 

sites, with many devices at each site, making a quick 

response very difficult. 

Emergency patching in OT takes significant resources and as stated above, can take 

more than 3 days to schedule and implement, leaving the enterprise at substantial risk.  

Cyber-criminals have increasingly made manufacturing a target in recent years, 

evidenced by a 183% increase in ransomware attacks.  IT must find a way to protect 

critical OT assets from both known and unknown threats without the churn of emergency 

patch fire-drills and without the risk of impacting production availability and integrity.  

You need to stop emergency patching with the knowledge that you are protected. 

Neither traditional nor NexGen AV tools can provide this kind of protection. 

 

2) Stop Taking Production Down for Updates & 
Patches 

According to Analyst firm Aberdeen Research, 82 percent of companies have 

experienced unplanned downtime over the past three years and that unplanned 

downtime can cost a company as much as $260,000 an hour!  It’s no wonder that OT 

An amazing 60% of 
companies still have 

vulnerabilities that 
have been in the wild 

for over a decade  
 

 

http://www.aberdeenessentials.com/techpro-essentials/stat-of-the-week-the-rising-cost-of-downtime/
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management pushes back when asked to patch systems, especially emergency 

patching that requires unplanned outages.  A new study sponsored by ServiceMax, 

“After The Fall: Cost, Causes and Consequences of Unplanned Downtime,”  reported 

that in 82 percent of companies that have experienced unplanned downtime over the 

past three years, those outages lasted an average of four hours and cost an average of 

$2 million.  The report also stated that unplanned downtime results in loss of customer 

trust and productivity — 46 percent couldn’t deliver services to customers, 37 percent 

lost production time on a critical asset, and 29 percent were totally unable to service or 

support specific equipment or assets. 

The impact of downtime in manufacturing is clear, as is the threat of cybercrime to 

manufacturing.  Unfortunately, the security posture of your environment, using 

traditional and NexGen Endpoint Protection (a.k.a. AV) tools, is only as good as the last 

patch, the last update.  Patching, though necessary, does not harden the operating 

system and applications on a device from new threats that will require new updates, 

new patches, and additional downtime.   

Additionally, traditional Endpoint Protection and NexGen tools eat system resources, 

including CPU and memory utilization, and large disk space requirements, all of which 

impact production systems that are designed for a single purpose. Many NexGen tools 

require external cloud connectivity for “learning” processes, something that will not work 

in air-gapped environments and introduces additional threat.  

IT needs a way to ensure OT systems are protected from known and unknown threats 

without the need to take down production systems, and without eating away precious 

system resources, all of which can result in significant loss of revenue and increased 

resource cost to the company.   

 

3) Stop Wondering Which Systems Need to be 

Patched 

In the majority of OT environments, IT has no visibility into what devices exists in the 

OT environment, let alone what their current patch status is.  If you can’t see it, you can’t 

control or protect it.  You have no way on know what systems are vulnerable, which 

http://lp.servicemax.com/Vanson-Bourne-Whitepaper-Unplanned-Downtime-LP.html?utm_source=blog&utm_campaign=vansonbourne2017
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means you have no understanding of the threat footprint within OT.  Due to the 

convergence of OT and IT, this puts the corporate infrastructure at risk as well.   

Since OT environments were designed before today’s cyber threat existed, they were 

not implemented with security in mind. Today these networks still lack the visibility and 

security controls common in corporate IT networks. Even basic solutions for automated 

asset management or configuration control do not exist for ICS networks.  Without fully 

understanding which assets exist in your network, what firmware they are running, what 

code and logic are they executing, what’s their configuration, and which of them are 

vulnerable - how can you take measures to properly protect them? 

The current lack of visibility and security controls in OT networks is placing industrial 

processes and critical infrastructures at risk. IT needs to have visibility into OT systems 

and their vulnerabilities in order to ensure that the entire 

enterprise is protected from cyberthreat, proprietary data is 

secured, and the availability and integrity of production 

systems are maintained. 

Neither traditional nor NexGen Endpoint Protection tools 

can provide this kind of protection. 

 

Digital Immunity Is the New Standard for Cyber-

Security in OT 

Digital Immunity’s patented approach to protecting Windows servers and workstations 

provides OT teams with an option that, up to this time, has not been available: the full-

scale immunization of an endpoint that will make the success of file and file-less attacks 

impossible.  In addition, and perhaps equally important, Digital Immunity’s architected 

the solution to use virtually no resources on OT endpoints.  This is so critical to 

maintaining the performance objectives of a production operation.   

Digital Immunity is different because Zero Days and known vulnerabilities will be 

rendered ineffective in taking control of the Windows endpoint.  This is accomplished 

by what we call Digital DNA Mapping.    DI Protect will map the operation of an OS and 

“The average 
manufacturer deals 

with 800 hours of 
downtime per year.” 

  

http://www.icscybersecurityconference.com/critical-infrastructure-security-risks-posed-network-breaches/
http://www.icscybersecurityconference.com/critical-infrastructure-security-risks-posed-network-breaches/
https://info.indegy.com/webinar-gaining-unparalleled-visibility-ics-networks-lp
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application and thus fingerprint the “normal” operational state.  This is far beyond the 

simple whitelisting approaches employed by other vendors such as file identification 

and hashing.  DI maps at a deeper level, hardening the OS and the application, and 

thus recognizes an attempted deviation to the normal state and blocks this action. 

This is the Digital Immunity difference:  full protection regardless of security patch level, 

and an endpoint sensor that is so light your systems can continue to perform at a high-

level.  The ability to be protected between patch cycles is invaluable.  You no longer 

have to worry about the ‘emergency’ patch cycle and you can run systems securely and 

patch annually, during scheduled downtime. 

Now you can implement robust threat prevention that:   

➢ Has a lightweight protection sensor runs in the kernel and requires less than 

1% CPU utilization on critical systems without the need for system rebooting 

or downtime,   

➢ Protects against file, file-less, known and unknown threats in memory, at run-

time when applications are most vulnerable without pre-existing threat or 

vulnerability knowledge,  

➢ Requires no signature updates, behavioral/AI algorithms, or external 

connections,  

➢ Prevents zero-day attacks without the need for emergency patching,  

➢ Provides deep forensics data for Incident Response, and 

➢ Centralizes operational control through an intuitive console that gives you 

complete visibility across your OT and IT environment. 

Now you don’t have to sacrifice security on the altar of productivity.  Contact Digital 

Immunity today to see how we can help you Stay Productive, Stay Secure! 

 

 

 

Digital Immunity: Stay Productive, Stay Secure!  
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About Digital Immunity 

Digital Immunity, Inc. is an award-winning cybersecurity company that is redefining 

Endpoint Protection with its Bioinformatic based solution DI PROTECT™, a 

revolutionary technique that continuously verifies the integrity of executing code in 

memory at runtime. 

By mapping the DNA of trusted applications and operating systems, DI PROTECT™ 

compares the known good DNA against executing code and surgically prevents any 

threats with zero interruption to the system’s operations or performance.  

For more information, visit http://www.digitalimmunity.com. 

Disclaimer. Copyright © 2019 Digital Immunity, Inc. All Rights Reserved. All product and company names herein may be 

trademarks of their respective owners. The information and content in this document is provided for informational 

purposes only and is provided “as is” without any warranty, either express or implied, including but not limited to the 

implied warranties of merchantability, fitness for a particular purpose, and non-infringement. Digital Immunity is not 

liable for any damages, including any consequential damages, of any kind that may result from the use of this document. 

The information is obtained from publicly available sources. Though reasonable effort has been made to ensure the 

accuracy of the data provided,  

Digital Immunity makes no claim, promise or guarantee about the completeness, accuracy, recency or adequacy of 

information and is not responsible for misprints, out-of-date information, or errors. Digital Immunity makes no warranty, 

express or implied, and assumes no legal liability or responsibility for the accuracy or completeness of any information 

contained in this document. If you believe there are any factual errors in this document, please contact us and we will 

review your concerns as soon as possible. 

Reproducing, copying or making adaptations, or compilation works based on this content without prior written 

authorization from Digital Immunity, Inc. is prohibited by law.  
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