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Behavioral 
Analytics 
The challenges of locking down an enterprise against cyber-

attacks have increased substantially. Digital Immunity has 

investigated Behavioral Analysis to provide insights into the 

effectiveness of this mechanism against cyber threats.  
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Investigating the Effectiveness of Behavior 
Analysis in Cyber Security 
Introduction 

Behavior analytics in the context of endpoint protection solutions is the analysis of the normal 
activity flow for users and programs interfacing with Microsoft Windows functions. Behavior 
such as reading and writing files, launching applications, pulling new functions into processes 
and communicating over the network. All of these behaviors are possible, the question is, what 
is considered normal for one application versus another. 
 
In this study, Digital Immunity will investigate the effectiveness of Behavior Analysis in cyber 
security and whether this is the most reliable mechanism to protect network endpoints. 
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About Behavior Analytics 

Behavior analytics have the power of catching more malware than with signature-based 

technology, as it is not relying on a list of known malware or traits of a file to find the known 

malicious file. Behavior analytics however does rely on a list of known behaviors which are good 

or bad. Behavior lists provide a broader approach to catching attacks and malware which result 

in the potential identification of unknown attacks or unknown malware.  

The Issue with behavior analytics is it still relies on lists of known bad or good activities while 

running on an operating system. If all activities are not previously known or have been rated, it 

is possible for malware or attacks to execute without any barriers by the endpoint solution 

utilizing behavior analytics. 

Case in point is the ransomware evasion technique known as RIPlace, discovered in spring of 

2019. This malicious technique uses a legacy file system "rename" operation to change the 

filenames to be encrypted. When a ‘Rename‘ request is called (IRP_MJ_SET_INFORMATION 

with FileInformationClass set to FileRenameInformation), the filter driver gets a callback which 

results in the renaming of the file [*1].  

The RIPlace evasion technique is an example of a behavior which was not considered for 

behavior analytics and allowed ransomware to run and change any files names despite the 

presence of modern Anti-Virus or EDR solutions which utilize behavior analytics.  

AI and machine learning in Behavior Analysis 

To assist in combating the issue with having lists of known good and bad behaviors, machine 

learning and artificial intelligence is introduced as a way to augment behavior analytics. Using 

machine learning and AI to analyze behaviors can and does help with identifying potentially 

malicious activity on a system even if that behavior has not been observed before or rated 

before.  

The trouble with the introduction of machine learning and AI is it amplifies biases which are 
already implemented in the identification of malicious behavior or good behavior within the 
algorithms of the security software. Introduction of biases into AI and algorithms is difficult to 
detect and is a systemic problem not siloed to just security solutions. Biases which exist within 
security solutions AI can and do allow bad behaviors to execute when they shouldn’t [*2]. 

The downside of Behavior Analysis 

Machine learning and AI also requires quite a bit of processing power which cannot be easily 

done on the endpoint systems being protected as a result it is often offloaded to cloud service 

to handle the calculations. This offloading introduces delays in the system as the endpoint 
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technology waits for a response. This also makes it so an internet connection is often times 

required to allow for the full efficacy of the endpoint solution, which is generally not something 

Operational Technology equipment is able to access.  

Putting aside the dependency on Internet connectivity for optimal efficacy of machine learning 

and AI on behavior analytics, the delay in analysis is a real issue and can affect system 

performance in a noticeable way.  To counter this delay, a common approach is to implement 

ways for analysis to be short circuited to bypass the need for further machine learning and AI 

behavior analysis. This not without its own issues and opens new places for human biases to be 

implemented into decision making in code even before AI is involved and can be abused to 

bypass security solutions entirely [*3] [*4].  

One notable example is the detection of strings within binaries. If those strings are what is 

listed within commonly known computer games, then bypass the binary from further analysis. 

This occurred with a well-known Next Generation AV solution which leverages machine learning 

and behavior analytics along with mathematics to determine if something is bad. In this 

example all malware in the test was able to run without further inspection by the machine 

learning behavior analysis engine in the cloud of the security solution because all the malware 

binaries had computer game strings inserted in them to short circuit the analysis process within 

the security solution [*5].  

There is a multitude of undocumented short circuit pathways in security solutions to keep them 

efficient and minimize delays. These pathways can and do open holes in the solutions and leave 

more opportunities for human biases to be introduced and for the machine learning and AI of 

behavior analytics to fail. 

Conclusion 

The use of behavior analytics with machine learning and AI has been a substantial improvement 

over file-based signature technology. However, this mechanism has a number of downsides 

that need to be factored in before fully trusting it as the cyber defense mechanism of choice, 

including the lengthy learning process until it reaches an acceptable level of efficacy. An added 

downside is its reliance on past/historic patterns, which make it less reliable for zero-day 

exploit detection. An attacker’s goal is most commonly to gain a foothold on a system and can 

equally use AI to circumvent behavior analysis mechanisms and run attacks. The best protection 

is one which detects foreign code on the system and to really prevent any foreign binary code 

from running in memory using a deterministic approach. This is what we do at Digital Immunity. 

Our solution DI PROTECT™ has no dependency on internet connectivity, it has a low resource 

consumption, faster deployment and security enablement since it has no dependency on 

machine learning. Additionally, it significantly reduces the likelihood of bias introduction since 



 
 
Investigating the Effectiveness Of Behavior Analysis in Cyber Security | © 2020 Digital Immunity  5 

everything is black and white with our deterministic prevention, thus reducing false positives, 

effectively preventing malware threats before execution and without interfering with legitimate 

processes.  

Don’t just take our word for it. Contact us for a demo today so that you can see for yourself the 

effectiveness of DI PROTECT™ 
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